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LOI MO PAU

Tinh cép thiét caa dé tai

Trong nhimg nim gan day nén tang Ao hoa va Dién toan dam may da co su
phét trién mot cach nhanh chong. Ao héa va Pién toan dam may giup cho t6 chic,
doanh nghiép dat duoc su tiét kiém dang ké vé chi phi phan ciing, chi phi hoat dong,
dat duoc sy cai thién vé siac manh tinh toan, chét lwong dich vu, va su thuan loi trong
kinh doanh. Ao hoa va Pién todn dam may c6 quan hé mat thiét véi nhau. Ao hoa la
mét céng nghé quan trong cho sy phét trién caa Pién toan dam may dic biét Ao hoa
phan cang cho phép cac nha cung cap dich vu ha ting Dién toan dam may st dung
hiéu qua cac nguon tai nguyén phan cang cé san dé cung cap dich vu dién toan cho céac
khach hang cuaa ho. Cung Vvdi sy ting truéng ngay cang nhanh cia Ao hoa va Pién
toan dam mady thi van dé dat ra 1a dam bao an toan dit liéu trudc nguy co tinh bi mat,
toan ven va tinh san sang bi vi pham cang trd nén cap thiét hon. Nén tang Ao hoéa va
Dbién toan dam may cd nhitng dac trung riéng cua chidng vi vay khi ap dung cac bién
phap an ninh thong tin vat ly truyén théng nhu tuong lira, phong chéng xam nhap cho
moi trudng Ao héa va Dién toan ddm may s& 1am han ché kha nang sirc manh tinh toan
ctia nén tang Ao hoa va bién todn dam may. Tham chi té hon n6 con tao ra cac 16 hong
bao mat nghiém trong cd thé bi khai thac, mat quyén kiém soét hé théng. Véi mong
mudn tim ra va hiéu rd nhitng nguy co, mbi de doa, van dé thach thtec, rui ro an ninh
thong tin d6i véi dir liéu trong mdi truong Ao hoa va Dién toan dam may, tir do dé
Xuat mot sb giai phap phl hop dé bao vé thong tin trong mdi truong Ao hoa va Pién
toan dam may. Vi thé t6i chon dé tai nghién ctu: Bao vé thong tin trong moi truong
Ao hoa.
Cé&c muc tiéu nghién ciru ciia deé tai:

Hiéu rd cac nguy co, thach thic va mdi de doa an ninh théng tin trong moi
truong Ao hoa va Pién toan dam may hién tai va twong lai.

Trén co s& d6 d& xuat mot s6 giai phap bao vé dir liéu, thdng tin trong moi
truong Ao hda va dién toan dam may.

Trién khai giai phap bao vé dit liéu trong moi trudng Ao hda cho mét t6 chic,
doanh nghiép dua trén giai phap dé xut.
Noi dung nghién ciu

Nghién ctru tong quan vé méi truong Ao hoa va Pién toan dam may: khéi niém,
dic trung, kién tric, mé hinh trién khai Ao héa va Pién toan dam may

Tim hiéu cac nguy co, mdi de doa va rui ro an ninh thong tin trong mdi trudng
Ao hoéa va Dién toan dam may

Cac giai phap bao vé dir liéu thong tin trong moi truong Ao hoa va Pién toan
dam may

Ung dung, trién khai giai phap dé xuit cho mét t6 chirc, doanh nghiép tai Viét
Nam dé dam bao an ninh an toan méi truong Ao hda.
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Péi twong va pham vi nghién cieu

Dic trung va kién trdc cua Moi trudng Ao hoa va Dién toan dam may 1a ddi
tuong nghién ciu cia dé tai nham tim hiéu cac nguy co va rui ro an toan thong tin va
dé xuat cac giai phap bao vé thong tin trong moi truong Ao héa va Pién toan dam may

Pham vi nghién ctru: Luan van nghién ctru giai phap bao vé thong tin trong moi
truong Ao héa va Dién toan dam mdy dang sir dung tai mot sb to chuc va doanh
nghiép
Phwong phap nghién ctru

Téng hop va phan tich céc tai liéu vé ao hoa, an ninh thong tin dé tir d6 dua ra
duogc cai nhin téng quan nhat cling nhu phuong phap hd trg bao vé théng tin cho moi
truong ao hoa va dién toan dam may dugc an toan hon.

Tim hiéu thuat toan ma hoa dong ciu. Tir d6 dua ra giai phap xay dung ¢ng
dung dam bao tinh bi mat dix liéu. Tim hiéu cac san pham ung dung thuat toan ma hoa
ddng cau hién dang dugc sir dung. Tham khao, van dung va ké thira céc thuat toan, ma
ngudn ma, v.v...

Co so ly thuyét cua dé tai dya trén ba thanh phan co ban, cbt 15i cua an toan
théng tin 1a: tinh bi mat, tinh toan ven, tinh sin sang [1]. Pay 1a co s& Iy thuyét xuyén
sudt dé tai nham danh gia va giai quyét cac nguy co va thach thuac an toan théng tin
moi trrong ao hda va dién toan dam may.

bam bao tinh bi mat 1a dam bao thong tin, dir liéu chi dugc phép truy cap boi
nhitng c& nhan, t6 chirc va cac bén lién quan duoc cap phép. Nhiéu cudc tan cong tap
trung vao vi pham tinh bi mat: nghe 1én dit liéu trén duong truyén, lira dao danh cap tai
khoan, mat khau hozc 1ay nhidm virus, ma doc hai.

Tinh toan ven dit liéu 1a dam bao tinh toan ven dit liéu 14 dam bao chéic chéan dit
licu khong bi stra doi hodc pha hiay béi nhiing ca nhan, dbi twong khong dugc phép
trong qua trinh dix liéu truyén trén mang, luu trir trong cac tai liéu hoic trong co s dir
liéu hodc trong cac thiét bi luu trir. Bao vé tinh toan ven dit liéu xem xét ba khia canh
sau: ngan chan cac c& nhan, ddi tuong khong duoc cap phép sira doi dit lieu trai phép.
Ngin chin cac d6i twong dugc cap quyén sira doi dit liéu, vi du nhu di liéu bi sira doi
do thao tac sai. Duy tri tinh nhat quan gitta noi bo va bén ngoai dé cac dit liéu chinh
x4c va phan anh dung thé giéi thuc va cé thé kiém chang.

Tinh san sang la dam bao su kip thoi, khdng bi gian doan khi can truy cap dir
licu, hé thdng théng tin. Cac hé thdng co tinh sin sang cao la cac hé thong co day du
cac bién phap dyu phong, duy tri cac ban sao luu déng tin cdy, c6 day du quy trinh va
thuong xuyén dién tap phan ang sy cd. Mot sé nguy co ddi véi tinh sén sang dit liéu
nhu 16i phan cang, 16i phan mém, moi truong gap van dé (1i lut, mat dién, chay nd va
W), N6 bao gdm mot sb loai tan cong tap trung vao tinh sin sang caa hé thong nhutan
cong tir chdi dich vu, dbi twong phéa hoai va gian doan két ni mang.
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Chuong 1 - TONG QUAN VE MOI TRUONG AO HOA VA PIEN TOAN PAM
MAY
1.1. KHAI NIEM VA BDAC TRUNG AO HOA
1.1.1. Pinh nghia Ao héa

Dinh nghia Ao héa: Ao héa la céng nghé duoc thiét ké tao ra ting trung gian
gitta hé thong phan cing may tinh va phan mém chay trén nd. Tir mot may vt ly c6
thé tao ra nhiéu may ao doc 1ap. Mdi may ao déu dugc thiét 1ap mot hé thdng riéng ré
véi hé diéu hanh, a0 hda mang, 4o hoéa hoa luu trir va cac tng dung riéng. Ao hoa cd
lién quan ti viéc tao ra cAc may 4o (Virtual Machine) doc 1ap vé hé diéu hanh va cac
ing dung. Hon nita, Ao hda cho phép nhiéu hé diéu hanh va cac ung dung khéac nhau
chia sé¢ cung mét phan ciing. Hinh 01 cho thiy ban dau hé diéu hanh va cé4c (ng dung
duoc chay trén phan ctng chuyén dung, cé thé duge dit trong mot may 4o va chia sé
cung mot tai nguyén vat ly véi cac may ao khac.

0% and Applicabions T T T '
Ingida & Virkial Maching Appﬁ prs
——— S S S S S —
Apps Guest 05| ...|Guest OS5
A ﬁ
0Ss Hypervisor
Hardware Stand-alane System Hardware

Hinh 01: M6 hinh 4o hoa
Diém khac biét cét I8i gitra bén trai va bén phai trong hinh 4 chinh Ia tang

Hypervisor. Hypervisor 1a phan mém 16i cua nén tang ao hoa, 1a ting phan mém thap
nhét cé trach nhiém tao méi va duy tri cac may ao. Hypervisor 1a mot phan mém nam
ngay trén phan cing va bén dudi mot hodc nhiéu hé diéu hanh né c6 nhiém vu quan Iy
c4c tién trinh, bo nhd, thiét bi vao ra (1/0), mang va wv.

1.1.2. Phin loai nén ting Ao héa

1.1.2.1. Kiéu 1: Bare Metal Hypervisor

Dom0 Guest VM | .. Guest VM

0S I Q:EMU Guest OS5 Guest OS5

H

T T T T T
Control | Apps Apps
) S —
ypervisor

Hardware

Hinh 02: hypervisor kiéu 1-Hé thong Xen
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Kiéu 1: Lép phan mém 18i Hypervisor twong tac truc tiép véi phan ciing cua
may chua dé quan ly, phan phdi va cip phat tai nguyén. Muc dich chinh cua né 1a cung
cap cac moi trudng thuc thi tach biét duoc goi 1a cac partition (phan ving) trong do
cac may ao chira cac hé diéu hanh (OS guest) c6 thé chay. M&i phan ving duoc cung
cap tap hop céc tai nguyén phan ciing riéng cua né chang han nhu bd nhd, cac bo vi xt
ly CPU va thiét bi mang. Hypervisor c6 trach nhiém diéu khién va phan kénh truy cap
dén cac nén tang phan cang. Nhitng hypervisor thudc kiéu 1 1a: VMware vSphere,
Microsoft Hyper-V, Citrix Xen Server...v.v.

Qua trinh may ao thuéc kiéu 1 lién lac véi tai nguyén phan cuang:
Hypervisor mé phong phan cang, diéu nay lam cho may ao tuéng rang né dang truy
cap vao phan cang that. Hypervisor lién lac véi trinh diéu khién thiét bi phan cing
(hay con goi 1a Drivers). Trinh diéu khién thiét bi phan cing lién lac truc tiép dén phan
cang vat ly.

1.1.2.2.  Kiéu 2: Hosted Hypervisor

Host | [ Host | GuestVM | .., | Guest VM
05 0s 1
Process| |Process Apps Apps
Seem—
Guest OS5 Guest OS5
i ) CEMLU QEMU
Host OS Hypervisor
Hardware

Hinh 03: hypervisor kiéu 2-Hé thng KVM

Loai nén tang Ao hoa s hai nay chay trén hé diéu hanh nhu mét tng dung
dugc cai dat trén may chu. Trén méi truong hypervisor kiéu 2, cac may ao khach
(nhtrng may ao dugc cai dat trén may that thi goi 1a may ao khach-guest virtual
machine) chay trén 16p Hypervisor. Dién hinh ciia Hypervisor loai 2 la: Microsoft
Virtual PC, Vmware Workstation, VMware Server.

Qua trinh may 4o lién lac voi tai nguyén phan cing nhu sau: md phong phan
ctiing Hypervisor sé tao ra mot phan ving trén 6 dia cho cac may ao0. Hypervisor xay
dung méi lién lac gitra hé diéu hanh may chu Host va 16p a0 hda bén trén. Khi mot
mAy 40 truy xuat tai nguyén thi Hypervisor s& thay thé may ao dé gui yéu cau toi Hé
diéu hanh Host d¢ thyc hién yéu cau. H¢ diéu hanh lién lac véi trinh diéu khién thiét bi
phan ctng. Cac trinh diéu khién thiét bi phan cting lién lac dén cac phan ctng trén


http://tuhocmang.com/?s=hyper-v
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may thuc. Quéa trinh nay s& xay ra nguoc lai khi co tra 16i tir phan cung vat 1y dén hé
diéu hanh may chua Host.
1.1.3. Ao hoa kién tric vi xir Iy x86

Ring 0 (Kernel Mode)

Ring 1

Ring 2

Ring 3 (User Mode)

«

Hinh 04: muze dac quyén vi xit 1y x86

Chia khoa dé hiéu biét rd 16p hypervisor va cac van dé an ninh thdng tin chinh
la hiéu rd mac dic quyén trong kién tric vi xt ly x86. Bé cung cdp mot méi trudng
hoat dong an toan, kién trdc vi xir Iy x86 cung cap mot co ché dic biét dé cach ly ung
dung ngudi ding va hé diéu hanh bang cach sir dung cac mie dac quyén khac nhau.
Mtc dic quyén trong hinh 04 dugc mé ta bai cac vong tron dong tam noi bat dau tir 0
dén 3. Mac 0 1a 1a muc dic quyén nhat, phan mém chay & cip do nay c6 toan quyén
kiém soét cac phan cimg co ban ciia may chu. Mac 3 la vong c6 quyén it nhat ding
cho phan mém va phan ung dung hay thuong goi la ché do nguoi ding. Méc 1 va 2 ¢6
thém mét sd quyén si dung cho middleware. Bé hiéu Hypervisor hoat dong nhu thé
nao dau tién chdng ta can hiéu thém md hinh 1am viéc caa hé diéu hanh. Hau hét mé
hinh hoat dong cua hé diéu hanh déu lam viéc véi 2 ché do: ché do nguoi dung: chi
cho phép nhiing 1énh can thiét dé tinh toan va xir ly dix liéu. Cac ung dung chay &
mode nay va chi str dung phan cing bang cach thong qua kernel bang 15i goi hé théng.
Ché do nhan: cho phép chay day du tap Iénh CPU, bao gém ca cac lénh dic quyeén.
Ché d6 nay chi danh cho hé diéu hanh chay. Hypervisor loai 1 dugc dé cap trong phan
1.1.2.1 duoc tich hop vai nén tang hé diéu hanh do vay né chay & muac 0, 1 hoic/va 2.
Con hé diéu hanh may 4o chay mac 3 [2]. Hypervisor loai 2 dugc dé cap trong phan
1.1.2.2 ca 16p hypervisor va hé diéu hanh may ao khach déu hoat dong & mic 3 nhu
cac ung dung riéng biét, muc tiéu cia mé hinh 1a dé an toan cho phép may ao khéach
chay ma khéng anh huong dén muac dac quyén 0, mac ma co thé anh huong dén céc
nén tang may chu co ban va cac may chu khach khac, dé thuc hién diéu nay céc nén
tang Ao hoa tao ra mot 16p dém gitra muc 0 va hé diéu hanh. N6 goi 12 mire dic quyén
0 40. L6p Ao hda nay cho phép nhiéu may ao chay nhiéu hé diéu hanh khac nhau trén
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mot may chu vat ly, cho phép thuc hién cac cudc goi chuan dén phan cing khi cé yéu
cau bo nha, dia va mang hoic cac tai nguyén khac.

1.2. KHAI NIEM DIEN TOAN PAM MAY

Trong dé tai xem xét dinh nghia dugc dua ra bai Vién nghién cau tiéu chuan va
cdng nghé québc gia Hoa Ky (NIST) [3]: Pién toan dam may 1a mo hinh dién toan sir
dung tai nguyén tinh toan cé kha niang thay ddi theo nhu cau dé lya chon va chia sé cac
tai nguyén tinh toan (vi du: mang, may chu, luu trit, ¢ng dung va dich vu) cung cap
dich vu mot cach nhanh chéng, thuan tién. C6 thé truy cap dén bat ky tai nguyén nao
ton tai trong "dién toan dam may” tai bt ky thoi diém nao va tir bat ky dau thong qua
hé thong Internet. Bdng thai cho phép két thic sir dung dich vy, giai phdng tai nguyén
dé dang, quan tri don gian, giam thiéu cac giao tiép voi nha cung cap”.

Lép Céc thanh phan Pién toan dam may

Hinh 05: Téng quan dién todn dam mady

Mot s6 nha cung cap dich vy dién toan dam may tién phong, dan dau vé cong
nghé va muc d6 phé bién ciing nhu sé lwrong ngudi dung dong dao nhu: Amazon Web
Services bao gom Elastic Compute Cloud (EC2), Amazon Simple Storage Service
(S3). Dich vu EC2 gilp cho viéc tao ra, khoi dong va du phong cac tng dung ao cho
ca nhan hay doanh nghiép mét cach don gian va bat ct khi nao. Dich vu Google App
Engine hd tro cac giao dién lap trinh tng dung cho khach hang, xir ly anh, céc tai
khoan Google va cac dich vu e-mail. Nha cung cip Microsoft cung cip nén tang
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Windows Azure. Nén tang Windows Azure 13 mot nhém cac cong nghé dam may cung
cap mot tap hop cu thé cua cac dich vu cho cac nha phét trién (ng dung.

1.3.PAC TRUNG DIEN TOAN PAM MAY

Dién todn dam may co cic dic trung chinh nhu sau: dic trung thir nhat 1a cho
phép sir dung dich vu theo yéu cau. Pac trung thir hai 1a cung cip kha ning truy cap
dich vu qua mang rong réi tir may tinh dé ban, may tinh xach tay tsi thiét bi di dong.
Pic trung tht ba la tai nguyén tinh toan dong, phuc vu nhiéu nguoi cing lic. Pac
trung tiép theo 12 nang luc tinh todn mém déo, dap tng nhanh véi moi nhu cau tir thap
tai cao. Dac trung thir nam la dam bao viéc sir dung cac tai nguyén luon duogc “can do”
dé nha cung cap dich vy quan trj va téi vu hoa dugc tai nguyén, ddng thoi ngudi ding
chi phai tra chi phi cho phan tai nguyén sir dung thuc su.

1.4. MO HINH LOP DICH VU CUA PIEN TOAN PAM MAY
M0 hinh dich vu dién toan dam may dugc chia thanh ba dich vu chinh:

Fess

Dich vu Nén tang

Hinh 06: M hinh ba dich vu dién todn dam may
1.4.1. Ha ting hwéng dich vu

M6 hinh ha tang huéng dich vu 1a dich vu cung cap co so ha tang co ban cho
mét hé théng Thong tin bao gom: tai nguyén may cha 40, may tinh 4o héa, hé théng
lwru trit, thiét bi mang, thiét bi an ninh thong tin. Khach hang sir dung dich vu khong
phai dau tu mua sam thiét bi ha ting vat Iy va khong phai bo thém chi phi bao tri va
sao luu hé théng. Khach hang sir dung dich vu tu cai dit va trién khai cac phan mém,
tng dung cta minh trén co sé ha ting dam may. Mot sé nha cung cap dich vu trén thé
giéi nhu Amazon véi dich vu EC2, Microsoft véi dich vu ha tang Azure va nha cung
cap Google Compute Engine, HP Coud, Rackspace Cloud...Mét sé nha cung cap dich
vu ha tang tai Viét Nam: Viettel IDC, Vién Thong FPT, VNPT IDC. Tai Viét Nam mo
hinh ha tang hudng dich vu 12 loai dich phé bién nhat vi dich vy ha ting huéng dich vu
la dich vu co ban nhat, d& trién khai va cung cap cho khach hang.
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1.4.2. Dich vu nén tang
Cung cip nén tang cho phép khach hang tu phét trién va chay thtr cac phan
mém, tng dung phuc vu nhu cau tinh toan. Dich vu nén tang duoc cung cip dudi mot
s6 dang phd bién nhu: cong cu lap trinh, ngdn ngix lap trinh, co so dit liéu. Dich vu nén
tang con co thé duoc xay dung riéng va cung cip cho khach hang théng qua mot giao
dién lap trinh riéng duoc goi la cac API. Khach hang xay dung tng dung va tuong tac
V6i ha ting Pién toan dam may thdng qua API. G mic dich vy nén tang, khach hang
khéng quan ly nén tang Pién toan dam may hay céc tai nguyén nhu hé diéu hanh, thiét
bi mang. Mot sé nha cung cip dich vu nén tang nhu: Amazon AWS, Foundy,
Saleforce Force.com va OrangeScape.
1.4.3. Dich vu Phan mém
Cung cip c4c tng dung hoan chinh nhu mét dich vu theo yéu cau cho nhiéu
khach hang. Khéach hang khéng can quan tdm tgi hay bo cong sic trién khai phan
mém, quan ly tai nguyén tinh toan. Khach hang cé thé sir dung phan mém tir xa, moi
lGc moi noi bang trinh duyét web hoic cac thiét bi di dong. M6 hinh dich vu phan
mém ngay cang tré nén phé bién bai tinh thuan tién va hiéu qua chi phi cao. Dich vu
phan mém phat trién manh ¢ cac ang dung nhu: thu dién tir, quan 1y nguén luc, quan
ly nhan su, quan ly Khach hang.
1.5.MO HINH TRIEN KHAI BPIEN TOAN PAM MAY
1.5.1. Pam may cong cong
M6 hinh ddm may cong cong 1a md hinh Pién toan dam may (dich vy ha tang,
dich vu nén tang, phan mém hoac ha tang ang dung) duoc mét to chic cung cap dudi
dang dich vy rong réi cho tat ca cac khach hang thong qua ha tang mang Internet. Nha
cung cép dién toan ddm may coéng cong co trach nhiém cai dat, quan ly, cung cip va
bao tri. Khach hang chi phai tra chi phi cho céc tai nguyén ma ho sir dung. Cac tng
dung khac nhau chia sé chung tai nguyén tinh toan, mang va luu trit. Do vay, ha tang
Dién toan dam may cong cong duoc thiét ké d¢é dam bao cd 1ap vé dir liéu giira cac
khach hang va tach biét vé truy cap. Cac dich vu dam may cong cong hudng toi sd
lwgng khéach hang 16n nén c6 nang lyc vé ha tang cao, dap wng nhu cau tinh toan linh
hoat, chi phi thip. Khéach hang st dung dich vu trén dam may cong cong chu yéu la
khach hang ca nhan va doanh nghiép nho, ho c6 duoc loi ich trong viéc dé dang tiép
can cé&c ung dung cong nghé cao, chat lugng ma khong phai dau tu ban dau, chi phi sir
dung thap, linh hoat.
1.5.2. Pam may riéng
DPam mdy riéng 1a mé hinh trong d6 ha ting dam may duoc s& hitu boi mot to
chuc, doanh nghiép va chi phuc vu cho nguoi ding cua té chic, doanh nghiép do. T6
chac, doanh nghiép c6 trach nhiém tu thiét 1ap va bao tri ddm may riéng cia minh
hodc c6 thé thué van hanh boi mot bén tha ba. Ha ting ddm may c6 thé dugc dit bén
trong hoic bén ngoai to chic vi du c6 thé dat tai mot bén thi ba nhu cac trung tim dir
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licu. PAm may riéng duoc cac to chic, doanh nghiép 16n xay dung cho minh nham
khai thac wu diém vé cong nghé va kha ning quan tri cua dién toan dam may ma van
giir duoc sy an tdm vé van dé an ninh dix liéu va chu dong trong cong tac quan y.
1.5.3. Pam may cong dong
Pam mAay cong dong 1a mé hinh trong dé ha ting ddm may duoc chia sé boi
mét s t6 chuc cho cong déng ngudi ding trong cac té chie d6. Cac to chic nay do
dic thd khdng tiép can toi cac dich vu dam may cong cong va chia sé chung mét ha
tang cong cong dé nang cao hiéu qua dau tu va sir dung.
1.5.4. Pam may lai
Mo hinh ddm may lai 12 m6 hinh két hop cia cic dam may cong cong va dam
may riéng. Pam may nay thuong do cac doanh nghiép tao ra va trach nhiém quan ly
bao tri s& dugc phan chia rd gitra doanh nghiép va nha cung cip dam may cong cong.

H
Private Community

Public

Hinh 07: M6 hinh dam mady lai
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Chuong2 - CAC NGUY CO, THACH THUC AN NINH THONG TIN TRONG
MOI TRUONG AO HOA VA PIEN TOAN PAM MAY

Moi truong Ao hoa va Pién toan dam may gap phai nguy co va thach thuc an
ninh thong tin trong ty nhu moi truong vat ly tuy nhién trong méi trudng Ao hoa va
dién toan Pam may c6 mot sd nguy co va thach thic nghiém trong hon. Trong noi
dung dé tai sé& tap trung di sau tim hiéu cac cac mdi de doa va rai ro an ninh théng tin
nghiém trong va khéc biét cia Ao hda va Dién toan dam may so voi moi truong vat Iy
hién tai.

2.1.MOI BE DOA, RUI RO AN NINH THONG TIN MOI TRUONG AO

HOA

Trong hinh 08 phia dudi chi ra cac con dudng ma ké tin cong co thé tin cong
vao méi trudng Ao hda. Tan cong giira cac may ao nho khai thac 16 hong trén tng
dung, hé diéu hanh cua cac may 4o. Ciing c6 thé la tn cong tir may 40 xudng cac may
cha Host hodc tan cdng vat Iy hoic tin cong truc tiép vao 16p phan mém I6i
Hypervisor.

v oo e
APPLICA _

( operaTING SYSTEM ||Bl( oPERATING SYSTEM
IRTUALIZATION LAYER

RED HAT EN PRISE LINUX
*1) cur REMOVABLE MEDIA, USB DEVICES, AND

& PASTE PHYSICAL NETWORK INTERFACES LN
i,

Hinh 08: Cdc hwréng khai thac tan céng méi triong ao
2.1.1. Tén tai 16 hong bao mit trong phan mém 16i ciia nén tang Ao
héa (hypervisor)

Phan mém Ao hoa 16i 1a nén tang co ban cia mdi truong Ao hda. T4t ca cac
may chu ao déu phuy thudc vao nd va khi mot ai d6 truy cap dugc vao giao dién quan
ly, toan bo co so ha tang déu co thé s& bi chiém quyén kiém soat. Nén tang Ao hda
phét trién dya trén phan mém vi vay chinh chung ciing ton tai cac 16 héng bao mat.
Cac nha nghién ctru da tim thiy mot sb 16 hdng bao mat trén nén tang Ao hda. Thang 5
nam 2009 thé giGi an ninh thong tin d x6n xao vé mot cdng cu dugc phat hanh bai to
chicc Immunity Inc, cdng cu nay khai thac 16 hong trén nén tang Ao héa VMware,
cdng cu nay khai thac 15i tran bo dém trinh diéu khién man hinh may ao0. L& héng cho
phép ma doc hai thuc thi duoc trén may chu Host tir bén trong may chu ao Khach.
Thang ba nim 2010 hang Ao hda VMware thdng bao vé mot loat cac 16 hong bao mat
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nghiém trong anh hudng trén nén tang Ao hda ESX va ESXi. Nhan diéu khién dich vu
diéu khién trong g6i ma ngudén mé dugc cai dit trong Service Console OS ¢é nhiéu
van dé sai so6t. Nhirng van dé nay cd thé dan dén tan cong tir chdi dich vu tir xa, thuc
thi ma doc hai, nang quyén va nhiéu van dé an ninh thong tin khac. Hon 40 156 hong da
dugc phat hién va cong bé (CVE Common Vulnerabilities and Exposures). Cac 15
hdng con duoc tim thiy trén cac nén ting Ao héa khac nhu Xen, Hyper-V tuy nhién ho
khéng cong bé rong réi do thi phan so voi hing VMware trong linh vuc Ao hoa.

Dua trén thong tin tir cac co s dit lidu vé 16 hdng bao mat cua cac to chic sau:
NIST’s National Vulnerability Database, SecurityFocus, Red Hat’s Bugzilla, and CVE
Details cho thay dén nim 2012 c6 115 16 hong duoc tim thay trén Xen va 79 16 hong
bao mat duoc tim thay trén KVM.

Bang 1: Céc 16 hong bao mat duoc phat hién va cong bd nam 2012

Anh huong L& hong h¢ thong Ao | Lo hong h¢ thong Ao
héa XEN héa KVM
Tinh bi mat 30 >3
Tinh toan ven 31 21
Tinh san sang 54 35
2.1.1. Tan cong chéo gitra cac may 4o

Céc thach thirc an ninh hién nay chinh 14 viéc tn cong giita cic may 4o va diém
mu trong viéc phat hién cac tan cong khi chi dua vao cac hé thdng bién phép an ninh
truyén thong. Ty thudc vao thiét Iap, nhidu may 4o co thé duoc két ndi mang qua mot
thiét bi chuyén mach ao dé cung cdp mang a0. Khi mot méi de doa xam nhap vao mot
may 40, cac mdi de doa c0 thé lan sang cac may ao khéc trén ciing mot may chu vat Iy
va c4c bién phap an ninh truyén thong nhu tuong lia, thiét bi phat hién xam nhap, hé
thdng phong chbng that thoat dir liéu dya trén phan cang cé thé bao vé may chu vat ly,
nhung khong thé bao vé cac may chii Ao hoa vi dir liéu khong di qua mang vat ly. Bén
canh d6 khi hé thdng 4o hoa 16i (hypervisor) ton tai 16 hong va bi tan cong dan téi mat
quyén kiém soat cac may chu 4o hoéa dang hoat dong trén hé thong I6i.

2.1.2. H¢ diéu hanh may ao c6 lap.

Mot may 4o co thé duoc tao ra trong vai gidy, nd c6 thé khong duoc cap nhat
ban va 16 hong bao mat trong mot thoi gian dai hoac cau hinh khong dung tir nguoi
quan tri hé thong. Dic biét loi thé caa hé théng 4o hoa 1a cac may chi 40 ¢6 kha ning
nhan ban tir ban ban dau mot cach nhanh chéng. Rui ro chinh tir day khi cac may chi
gdc khong duoc cap nhat kip thoi cac ban vé 16 hong bao mat. Nghiém trong hon may
40 gbc bi nhiém ma doc dugc nhan ban s& 1am cho ma doc lay lan trén pham vi rong
hon. Khdng giéng nhu cac may cha vat ly truyén théng, khi mét may cha 4o hda ¢ ché
d6 an, n6 van con c6 thé truy cap luu trir may 4o trén mang, va do d6 dé& bj lay nhidm
phan mém doc hai. Tuy nhién, khi may ao khong hoat dong hoic ¢ dudi ché do an cac
phan mém diét Virus khong c6 kha nang quét va phat hién ma doc hai va Virus.
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2.1.3. Thét thoat dir liéu giira cac thanh phan Ao hda

D3 ghi nhan truong hop phan mém quan ly tap trung vCenter cua hing
VMware bi xam nhap, tir d6 nhitng ké tan cdng c6 thé sao chép mot may 4o va sir
dung may ao nay dé xam nhap dit liéu. Khi rat nhiéu may ao dugc chay trén cing mot
ha tang vat ly, van dé vé tuan thu cd thé phat sinh. Néu mot may 4o c6 chira cac thdng
tin nhay cam duogc dat cung vai cdc may ao khong nhay cam trén cung may chu vat ly,
s& kho khin hon dé quan Iy va bao vé dit liéu. Cac may ao dugc luu dudi dang file co
thé dé dang chuyén sang mot may chi ao hoa khac dé chay, mot sé rui ro bao mat xay
ra khi dit liéu khong truyén khdng duoc ma hoa, 16 hdng bao mat trong 16p hypervisor
cho phép ke tan cong co thé kiém soat dir liéu trong qua trinh di chuyén.

2.1.4. Su phirc tap trong cong tic quan ly kiém soat truy cip

Tat ca cac hé théng Cong nghé Thong tin déu phai d6i mat vai cac mbi de doa
dén tir: thao tac sai caa nhan vién quan tri tuy nhién dbi véi hé théng ao héa né nghiém
trong hon nhiéu. Ao hda 1a mot hé théng dong, su két hop nhiéu may ao trén cing mot
may chua vat ly Host, viéc d& dang bat, tat, khoi dong, tao ban sao luu va di chuyén
may 40 giita cac may chu vat ly dan toi 156 hong bao mat hoic 15i cAu hinh c6 thé bi
nhan ban mot cach nhanh chong. Rat khé dé duy tri trang thai an ninh phi hop cia mot
may 40 ¢ thoi diém vi tinh dong va kha niang mé rong nhanh chéng cia may 4o. Ao
hoa pha v& phan quyén truyén théng, quan tri vién chi can an mot nat 1a c6 thé di
chuyén va tat mot may ao ma khong can co sy chap thuan tir bo phan quan Iy tai san
hay sy dong ¥ ciia nhém bao mat cong nghé thong tin. Vi du cac quan tri vién c6 thé
vo tinh sir dung cdng cu quan tri may 4o tap trung dé chuyén mot may chi sang mot
phan ctng khéc vi ly do bao tri k§ thuat va khdng hé nhan thiy duong din méi dang
nam trén mot phan hé mang khong an toan.

2.1.5. LAy nhiém mi doc hai.

Nim 2006-2008 mét vu tan cong méi trudng a0 hda nghiém trong da xay ra. Keé
tan cong chiém quyén diéu khién hé théng may chu ao hda Vmware ESX. Sau khi
chiém duogc quyén truy cap ké tin cong da cai dat Rootkit vao may cha 40 hdéa ESX dé
danh cap thong tin tai khoan thé tin dung, théng qua k¥ thuat nghe 1én dix liéu truyén
dén may chii co so dir liéu, hau qua 1a tir 140 dén 180 triéu thé tin dung da bi danh cap.
C6 hai kich ban chinh phian mém ma doc hai tin cong hé théng ao hoa. Hoic 1a may 4o
t6n tai trén may cha Host va tan cong cac may 4o hoic mdi de doa trén may 4o tan
cong may chit Host. Mbi nguy co con tiém an trén chinh cng nghé Virtualization
Technology cua Intel hoic AMD Virtualization mot cdng nghé phan cang duoc phat
trién dam bao su tich hop cua cac co s& ha tang véi nén tang 40 héa. Co thé xay ra viéc
ké tan cong sir dung c4c rookit dang Blue Pill nhiing kém phan cing dé xam nhap cac
may chu ao.
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2.1.6. Tranh chip tai nguyén.

Hé théng bao mat truyén thdng nhu hé théng phong chéng méa doc khong duoc
thiét ké cho méi trudng 40 hoa. Vi du viéc quét virus dong thoi va cap nhat mau nhan
dang Virus mai co thé dan téi viéc qué tai déi véi hé thdng ao hoa. Van dé qua tai hé
théng a0 héa khong chi gap phai khi hé théng phong chdng ma doc quét hoic cap nhat
ddng thoi ma n6 con gap phai khi cac hé théng bao mat truyén théng khac hoat dong
trén hé théng 4o hda. Bai vi cac may 4o ban chat 1a chia sé tai nguyén may chi chang
han nhu bo nhé, vi xir Iy, dia ctiing, thiét bi vao/ra vi vay nguy co ting 1én nhiéu, cac
may 40 c6 nhiéu tang phuc tap hon mot hé thdng truyén théng vi vay cac bién phap
phong chdng tan cong tir chdi dich vu truyén thong c6 thé khdng hiéu qua. Hay don
gian hon chi & hoat dong dia dong thoi, chang han nhu cap nhat phan mém hoic khoi
dong lai nhiéu may ao sau khi vé 16 hong bao mat cé thé tao ra mot luogng truy cap 1/0
tang vot trén may chu vat ly, nd c6 kha nang lam giam hiéu suat caa may chi. Viéc
quét toan bo cac 6 dia may ao lam hiéu suat va hé thong cua may chi a0 héa giam
dang ké trong khi ching ta dang ¢6 gang téi wu bo nhé, b vi xir ly
Bang 2: Van dé an toan thong tin caa méi truong a0 hda chiéu theo mé hinh CIA

STT |Van dé bao mat cua| Tinh bi mat Tinh toan ven | Tinh san sang
moi truong ao hoa

1 | T6n tai 16 hong bao mat X
trong phan mém 16i nén
tang 4o hoa
2 Lay nhiém ma doc hai X
3 | Tranh chap tai nguyén X
4 | Céc tan cbng giita Cac X X
may ao
5 | Su phtc tap trong cong X

tac quan ly, van hanh

6 | That thoat dir liéu gitra X X
cac thanh phan ao hoa

2.2.MOI BE DOA AN NINH THONG TIN TRONG MOI TRUONG DPIEN
TOAN DPAM MAY

Trong mot vai nim gan ddy ghi nhan nhiéu cudc tan céng nham vao dich vu
dién toan dam may: Thang 9/2014 - dich vy luu trix online Apple's iCloud bj tan céng.
Thang 3/2013 — Dich vu ghi chd ndi tiéng Evernote’s Cloud bi tan cong dan ti 16
thong tin hon 50 triéu tai khoan Khach hang. Thang 6/2014 — Dich vu Code Spaces
Amazon Web Services cloud service EC2 bi tin cdng. Mot s6 mé ngudn bi ké tan cong
x0a bo hoac chén noi dung doc hai.
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2.2.1. Cac mbi de doa an ninh thong tin ddi véi Pién toin dam may
Bang 3: cac mdi de doa dbi véi dién toan dam may
Méi de doa M6 ta
Tinh bi mat

M6i de doa tir nhan
vién cua cac nha cung
cap dich vu dién toan
dam may. [4]

Nguoi dung sir dung dich vy Dién toan dam may rat quan tam
dén nhitng cam két cua nha cung cip dich vu dién toan dam
may nhu: co ché giam sat hoat dong nhan vién caa minh trén
hé thong, co tach biét nhiém vu, vai trd gitra ngudi thuc hién,
ngudi phé duyét va kiém soat thay do6i hay khdng, thu tuc quy
trinh van hanh cia nha cung cap Dién toan dam may nhu thé
nao trudce khi tin tuéng giao dir liéu, thdng tin cho nha cung
cap dich vu Dién toan dam may. Khach hang lo ngai méi de
doa dén tir nhan vién caa don vi cung cip dich vu dién toan
dam may. Vi du: do hanh dong vo tinh hoic ¢ y caa nhan
vién quan tri ¢d thé 1am 16 tinh bi mat dix liéu caa Khach hang
do cén bd quan tri c6 thé tiép xic va twong tac truc tiép Voi
dix liéu Khach hang. Cac méi de doa con dén tir cac cuu nhan
vién, ngudi quan tri hé théng, doi tac kinh doanh, cong tac
vién. Muyc dich ciing khac nhau, don gian chi nhu 13y di liéu,
hay tram trong la mudn pha hoai. Trong bdi canh dién toan
dam mAy, nguy co nay té ra nguy hiém hon rat nhiéu vi ngudi
bén trong c6 thé pha huy toan bo hé thong hoic thay doi dir
licu. Mot vi du khac 1a can bo quan tri ¢ thé vé tinh sao chép
dir liéu nhay cam cua khach hang A Ién mot may chua khach
hang B nao do.

Cung cap anh may ao
va tng dung san co

Mot trong nhiing loi ich 16n cia dién toan ddm may 1a s6
lugng cac may ao dugc tao chuan bj sén, cac ung dung tao
san dé san sang st dung khi can dén. Vi du nhu Amazon
Machine Images (AMIs). Cac may ao duoc tao san cho muc
dich may chii website, may chi co so dit liéu. Mot s6 chuyén
gia an ninh thong tin da tim thay van dé c6 thé tao ra cac cua
sau vao cac anh may ao duoc tao san, khi mot Khach hang
méi str dung chdng vé tinh may chu bi diéu khién tir xa. Mot
li do nira la cac may 40 tao sin thuong bat sin cac giao thirc
cho phép két néi tir xa nhu SSH ¢6 di kém cac khoa truy cap.

Tan cong tir bén ngoai
hé théng:

1/. T4n cong khai thac
16 hong trong phan

C4c tan cong tir bén ngoai 1a cac van dé ma dién toan dam
may trén Internet cong cong gap phai, toan bo cac md hinh
cung cap dién toan dam may bi anh huang boi tan cong bén
ngoai. C4c nha cung cép dién toan dam may luu trit dir liéu
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mém, &ng dung

2/. Xam nhap trai
phép.

3/. Str dung k¥ thuat
lra dao dé danh cap
tai khoan va mat khau
truy cap hé thong.

4/. Tan cong vao phién
lam viéc hop 1€ trén
may tinh.

5/. Lay nhiém ma doc,
virus

thé tin dung, thong tin cd nhan va théng tin nhay cam cua
chinh phu va théng tin s& hitu tri tué s& phai chiu cac cudc tan
cong tir cac nhom tin tac chuyén nghiép, c6 quy md va ngudn
lyc rat 16n ¢ gang danh cip dir liéu. Ching tan cong tan
cong lién tuc cac muc tiéu. Vi du: tin tic khai thac cac 15
hong bao mat trén hé théng Dién toan dam may dé xam nhap
trai phép hé théng, thiét 1ap va mé cac cong sau trai phép, cai
dat virus. Tin tac con sir dung chinh nhitng phién dang lam
hop 1¢ do nguoi dung khong thoat hé thdng ding cach khi
khdng con lam viéc. Vi du nim 2011 hé théng Sony Play
Station Network bi tin cong, hang triéu tai khoan bj 16 théng
tin, dan toi nha cung cp dich vu Sony phai déng hoan toan
dich vu nham diéu tra nguyén nhan su cd. Trong su ¢d nay
Sony thiét hai toi 170 triéu do la.

Su can thiép chinh phu

Dién toan dam may pho bién toan cau, dich vy dién toan dam
may duoc cung cap bai cac nha cung cap dich vu khac nhau
dat tai cac nudc khac nhau. Chinh phua cac nudc so tai cé
tham quyén nam rd dix liéu dat tai cac trung tam dir liéu dat
trong 1anh thd nudc ho. Mot s6 chinh phu ban hanh luat nham
trao cho ho quyén truy cap dir liéu khach hang nham muc
dich chdng khung bé, diéu tra toi pham, hay ngan chin khiéu
dam tré em, tuy nhién mot sb chinh phii con sir dung chinh lgi
thé chinh tri caa minh dé truy cap di liéu cua ngudi dung dat
tai cac trung tam di liéu trong lanh thd nudc ho ma khdng
bién minh 13 1i do. Thong thuong mot s6 nha cung cap dich
vu dién toan dam may sé théng bdo cho Khéach hang cua
minh va chi cho phép chinh phu tiép xtc véi dir liéu ban sao.
Tuy nhién khéng phai ltc nao cling nhu vay. Vi du: Chinh
phi My budc t6 chiic SWIFT cung cap thdng tin dir liéu
thanh toan, chuyén tién giita cac chinh phu, t6 chic, lién ngan
hang.

That thoat di liéu

That thoat dit liéu c6 thé xay ra do nhiéu nguy@n nhan: do cac
dbi thu canh tranh, st dung chung mét nha cung cap dich vu
dién toan dam may, do 15i phan cing, do thao tac sai cia con
ngudi. Moi truong dam may ciing ¢6 cung nhirng rai ro bao
mat véi cac hé thdng mang doanh nghiép théng thuong,
nhung vi ¢6 rat nhiéu dit liéu chaa trén cac may chu dam may
nén nha cung cap trg thanh dich ngam hap dan cho ké xau.
Muc rai ro con tuy thugc vao do nhay cam cua dir liéu. Co



http://www.pcworld.com.vn/articles/kinh-doanh/an-toan-thong-tin/2014/02/1234454/bao-mat-dien-toan-dam-may-thach-thuc-tuong-lai/
http://www.pcworld.com.vn/articles/kinh-doanh/an-toan-thong-tin/2014/02/1234454/bao-mat-dien-toan-dam-may-thach-thuc-tuong-lai/
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thé nhirng thong tin vé tai chinh c& nhan c6 mac d6 nhay cam
cao nhit, nhung c6 thé d6 cling la nhitng thdng tin vé stc
khoé, bi mat thuong mai, s& hiru tri tué... va chdng cd strc tan
pha ghé gom néu bi ro ri.

Tinh toan ven

Dir lig¢u bi tach roi:

MO0i truong dién toan dam may phic hop nhu mo hinh SaaS-
chia s¢ tai nguyén tinh toan c6 thé tao nén nguy co chéng lai
su toan ven cua dir liéu néu tai nguyén hé théng khong dugc
tach biét mot cach hiéu qua.

Truy cap tai khoan:

Thu tuc kiém soét truy cap yéu tao ra nhiéu nguy hiém cho hé
théng dién toan dam may, vi du vi Ii do bat man véi to chic,
nhan vién da nghi viéc cua don vi cung cap dich vu dién toan
dam may str dung truy cap tir xa duoc thiét 1ap tir khi con lam
viéc dé quan ly dich vy dam may cua Khach hang va cé thé
gay hai, pha hay dix li¢u cua khach hang.

Chat luong dit liéu:

Cac moi de doa d6i vai chat luong dir liéu ting 1én doi Voi
nha cung cap dich vu dién toan dam may chua nhiéu di liéu
Khach hang.

Tinh sin sang.

Quan ly thay doi:

Nha cung cip dién toan ddm may co6 trach nhiém Ién hon
trong viéc quan Iy thay doi trong tat ca cac mé hinh cung cap
dién toan dam may, no 1a moi de doa rat 16n vi thay doi c6
thé gay ra cac anh huong tiéu cuc. Anh huong tiéu cuc do
viéc thay d6i phan mém va phan cing cua cac dich vy Dién
toan dam may hién tai. Vi du Khach hang thuc hién kiém thir
xam nhap hé thng, thir tai gay anh huong dén Khéach hang sir
dung dién toan ddm may khac. Thay d6i co s¢ ha tang Dién
toan ddam may theo yéu cua khach hang hoic theo yéu cau
bén thir ba 1am anh hudng dén Khach hang khac

Tan cong tir choi dich
vu:

Kiéu tan cong tir chdi dich vu DoS (denial of service) co da
lau, nhung nho vao dién toan ddm may phat trién ma kiéu tan
cdng nay cang manh hon, chinh vi tinh sin sang va nguén tai
nguyén tinh toén sin c6 cua dién toan dam may. C6 nhiéu
hinh thirc tan cong tir chéi dich vu khac nhau, pho bién: tan
cdng truy van phan giai tén mién lién tuc cadc may chu phan
giai tén mién (DNS) hoic tan cong chiém dung mot lugng 16n
tai nguyén mang nhu bing théng, bd nhé bang cach gui cac
email, truy van, files c6 dung lugng 1én. Tan cong tir chdi
dich vy bang cach tao ra céc truy cap ang dung véi sé lugng
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va tan suat rat 16n tir nhiéu may tinh khac nhau, hoic khai
thac cac diém yéu bao mat ton tai trén (ng dung. Khi bi tin
cong, hé théng dién toan dam may hoat dong cham chap,
tham chi mot s dich vu con bi ngiring hodc gian doan hoat
dong. nhitng ngudi dung hop phap khong thé truy cap va sir
dung vao dich vu. T4n cong tir chdi dich vu tiéu ton rat nhiéu
nang luong, tai nguyén, thoi gian va tién bac. Muc tiéu chinh
cua tan céng tir chdi dich vu 1a cac dich vu Pién toan dam
may cdng cong.

Gian doan vat ly

Sy gian doan cua dich vu Cong nghé thong tin cung cap dich
vu dién toan dam may c6 thé dén tir gian doan vat ly:hong
hoc phan ciing, mat dién hoac tham hoa vé mai truong nhu 1
lut, hoa hoan hoac c6 thé dén tir sy gian doan két néi véi bén
cung cap dich tha 3

Mbi de doa do quy
trinh  khéi phuc hé
théng, duy tri kinh
doanh khi xay ra tham
hoa c6 nhiéu yéu kém
va bat cap

Dit liéu Iuu trit trong Dién todn dam may khong sin sang va
day du trong va sau khi xay tham hoa do cac nguyén nhan
sau: ban sao luu khong dam bao, khong thuong xuyén dién
tap khoéi phuc hé thong, khdng co trung tam dit liéu dy phong
hoic trong khi xay ra su ¢b viéc phan tich su ¢ khong chinh
xé&c dan toi giai phap khong hiéu qua va lam tram trong thém
van deé.
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2.2.2. Cic riii ro an ninh thong tin ddi véi dién toan dam may
Bang 4: CAc rui ro an ninh thong tin d6i voi dién toan dam may [5]

Rui ro

Mo ta

Tai khoan dic quyen

Nha cung cap dich vu dién toan dam may cé quyén
truy cap khoéng giai han vao dir liéu ngudi dung.

Vi tri luu trlr dix ligu

Khach hang c6 thé khdng biét noi luu trir dit liéu cua
ho trén dam may, c6 thé c6 nguy co dir liéu bi mat
duoc luu trir cung vai théng tin cia Khach hang khéc.

X Iy d lieu

Xt ly va x6a, tiéu hay vinh vién dir liéu 1a mot rai ro
véi dién toan dam may, dac biét l1a noi tai nguyén luu
trit duoc tu dong cap cho Khéach hang dya trén nhu
cau caa ho. Cac nguy co dit liéu khdng bi x6a trong
trong may ao, noi luu trit, sao luu va cac thiét bj vat ly
cang tang cao.

Giam sat bao vé di liéu

Kha nang cho Khach hang st dung dich vu dién toan
dam may tham gia va thuc hién diéu tra sé trong dién
toan may co thé bi gisi han bai cac md hinh cung cap,
kién tric phuc tap cua dién toan dam may. Khéch
hang khdng thé trién khai hé thong giam sat trén co so
ha tang ma ho khong s hitu, ho phai dya vao hé
théng duoc st dung bai cac nha cung cap dich vu dién
toan dam may dé hd tro diéu tra sd. Van dé tiép theo
can quan tam, do la kiém toan céc thao tac duoc thuc
hién boi ca nguoi dung 1an quan tri. Khi doanh nghiép
st dung nhiéu dich vu thi c6 thé s& c6 su nham Ian
trong viéc phan quyén. Vé nguyén tic, admin c6
quyén “lam tat ca” nén s& c6 kha niang hay hoai hé
thdng, du cho hé thdng chay trén mang cuc bo hay
chay trén dam may. Chi can mot vai [énh caa admin 1a
toan bo dit liéu co thé bi x6a, cac ban sao luu ciing ¢6
thé bi tiéu hiry. Nhung trong truong hop dién toan
dam may, su huy hoai nay don gian va gay hau qua
nghiém trong hon nhiéu. ComputerWorld da dan vi du
vé truong hop admin cia mot doanh nghiép, do bic
XUc Véi 1anh dao, nén da “phay tay” x6a sd gan mot
tram may cha lam viéc trén VMware vSphere. Néu sir
dung SaaS thi tinh hinh c¢6 khac d6i chat. Admin cua
nha cung cap dich vu c6 thé x6a ca chuc may tinh (ao)
chia dir liéu cua khach hang, con admin cua doanh
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nghiép thi chi c6 thé xo6a dir liéu cua doanh nghiép
minh. Trong truong hop thir hai, moi trach nhiém van
c6 thé d6 1én dau nha cung cap, néu ho khdng ching
minh duoc la chinh admin cua doanh nghiép da xoéa
dir ligu.

Tuén thu cac quy dinh

Khach hang phai chiu trach nhiém cho su an toan dir
liu cua ho vi vay ho c6 thé lya chon giita cac nha
cung cap dugc kiém toan bai mot bén tha ba uy tin
kiém tra mirc d6 an ninh.

Kha nang khéi phuc

Moi nha cung cap dich vu ddm may déu c6 phuong
thac khdi phuc tham hoa dé bao vé dir lieu Khach
hang. Tuy nhién khéng phai nha cung cip nao ciing co
kha nang khoi phuc day du va kip thoi hé théng.

Kha nang ton tai l1au dai.

Pé cap dén kha nang rat lai lai hop dong va dir liéu
néu nha cung cap hién tai duwgc mua lai bai mét cong
ty khac.

Chia sé nhiéu nguoi cung sir
dung dich vu

Cac dich vu dién toan dam may cung cap dich vu cho
hang triéu nguoi dung khac nhau, viéc phén tach logic
dir liéu duogc thuc hién & mac d6 khac nhau cua ung
dung, do d6 keé tan cong c6 thé lgi dung céc 16i dé truy
cap trai phép vao dir liéu cua ca nhan, t6 chirc khéc.
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Chuong 3 - GIAI PHAP BAO VE THONG TIN TRONG MOI TRUONG AO HOA
VA PIEN TOAN PAM MAY
3.1. GIAI PHAP BAO VE DU LIEU TRONG MOI TRUONG AO HOA
3.1.1. X4y dung kién tric 40 héa an toan

Méi truong 40 hoa can dugc bao vé bai mot kién trdc don gian nhung hiéu qua
va manh mé&. Trong dé tai dé xuat mot kién trdc an toan cho méi trudng a0 hoa sir
dung giai phap Agentless. Giai phap Agentless khong can cai dit bat ki phan mém bao
mat nao trén may ao. Giai phap sir dung mot may ao an ninh tich hop véi tang phan
mém 16i caa nén tang Ao hoa va cac driver diéu khién dé bao vé may ao. Kién tric ao
hoa Agentless tich hop dé dang véi nén tang a0 hoa phd bién 13 Vmware va Xen. Kién
trdc Agentless giai quyét duoc cac nguy co tan cong chéo giita cAc may 4o, kiém soat
dir liéu ra vao may ao, phét hién ma doc hai va dac biét 1a giai quyét duoc bai toan
tranh chap tai nguyén do khong phai cai tirng phan mém bao mat trén tirng may ao.
Trong hinh 10 nhiém vu quan ly va bao vé c&c may ao duogc trao cho mot may ao
chuyén dung c6 tén 1a may ao an ninh. Céc dir liéu vao ra may ao s& duoc Kiém tra
truée khi dén may ao. Sir dung kién trdc Agentless gitp cho viéc quan trj tap trung,
don gian gilp giam chi phi, tiét kiém thoi gian va nguon lyc.

_ Phong
Phong chong ‘ Ao ABD ‘ ADD Ann
chong xam o o o o
ma nhap
doc trai May 30 May 30
phép
May ( Hé &idu hanh { Hé &éu hanh
a0 an ] |
ninh
L
Driver dicu
khicén
Hypervisor
Ta nguvén vat 1y
n =
Hinh 09: Kién truc An ninh 4o hoa
3.1.2. Cong nghé phong chdng mi dc chuyén bi¢t cho méi truwong

a0 hoa
Cong nghé phong chong ma doc ning cao cho méi trudng do hoa dugce dé xuat
trong dé tai st dung kién tric an toan ao hoa duoc dé cap trong phan 3.1.1 ¢6 kha ning
phat hién va xtr Iy ma doc hai trén cac may chu 4o theo thoi gian thuc va tiéu ton hiéu
ning nhoé nhit nham giai quyét bai toan xung d6t va tranh chép tai nguyén duoc dé cap
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trong phan 2.1.6 Chuong 2. Céng nghé phong chéng ma doc chuyén biét cho moi
truong 4o hoa khong st dung phuong an cai dat phan mém diét virus trén ting may
chu, may tram 4o nhu phuong phap truyén théng. Cong nghé EPSec liy cac tap tin
hoac phat hién tap tin vao/ra cac sy kién trén may 4o va chuyén ching sang cac thanh
phan quét ma doc tap trung trong may 4o an ninh. Cong nghé trén quét Virus tap trung
trong may 4o an ninh s& kiém tra va phan tich gip phat hién phan mém doc hai trong
cac tap tin hoic vao/ra cac su kién va huéng dan EPSec c6 nhitng hanh dong thich hop
khi céc tap tin hozc su kién. Gilp tiét kiém dang ké hiéu ning va giam thiéu xung dot
tai nguyén. Ludng phét hién ma doc hai trong may 4o

Coéng nghé EPSec May ao An ninh tap trung

Giri block dau tién
cua file dir lidu

Thuyc hién quét
sach ngoai 1é
don gian

Gui thém thong
tin cua tap tin ™

Thuyuc hién xir 1y gy

Hinh 10: Phat hién ma doc hai

May ao bi nhiém ma doéc May ao An mnh tap trung

Boc [ 1 Queét

Thuc hién ddi tén
file

[File nhidm ma déc |
| dwge xir 1y (ghi d8)

[File mhidm m& a-;.‘-:; — I—

Hinh 11: Luéng xi Iy ma déc hai
Cong nghé quét thong minh sir dung bo dém va cong nghé theo doi su thay doi
khdi (change block tracking - CBT) gilp tap tin da quét va xac dinh an toan khdng bi
quét lai. Khi tng dung hoac ma doc truy cap hoac thuc thi cac file trén may ao ngay
lap tuc s& duoc kiém tra c6 nam trong danh s&ch an toan hoic di duoc quét trude dé
hay khong bang céch so sanh gia tri ham bam. Néu file d¢6 khong nam trong danh sach
né sé lap tirc duoc dua 1én may chu quét tap trung dé phan tich. Phan tich file sir dung
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hai cong nghé chinh 12 mau nhan dang va tan dung loi thé cong nghé dam may. Néu
file c6 nhiém ma doc ngay lap tac s& bi x6a hoic cd 1ap. Néu file d6 an toan s& duoc
dan nhan va ghi vao bd nhé dém twong tu nhu vay cac file tiép theo

y- File 1

198701104

10267506

Endpoint |

Virtual Infrastructure

Hinh 12: Kién truc si dung bg dém

3.1.3. Thuec hién c4u hinh an toan 16p phan mém 16i Hypervisor
1/. Thuong xuyén, kip thoi va cac 16 hong bao mat phan mém 18i Hypervisor va céac
phan mém cua hé théng ao hoa
2/. Két ndi bang giao thtrc an toan Secure Socket Layer (SSL)
3/. Thay d6i cau hinh mic dinh cua nha cung cap
4/. Bat cac an ninh van hanh: SNMP, Network Time Protocol (NTP).
5/. Bao vé va giam sat cac thu muc file cau hinh quan trong
6/. Bao vé tai khoan ngudi ding va nhom tai khoan quan tri hé thong may cha 4o héa
7/. Gi6i han truy cap cac truy cap nén tang nhan 4o héa. Bao vé toan bo kénh két ndi
quan tri sir dung mang quan tri riéng hoac mang quan tri cé xac thuc manh va dugc ma
hoa kénh truyén
8/ . Khoa cac dich vu khéng str dung nhu sao chép clipboard hoac chia s¢ file gitra cac
may ao khach.
9/. Théo/r(t céc thiét bi vat ly khdng con sir dung ra khoi may chii 40 hda. Vi du thdo 6
dia cing st dung cho muc dich sao luu va du phong. Rut cac card mang khong su
dung.
10/. Tat cac may ao khi khdng sir dung dén n.
11/. Bao dam rang cac driver diéu khién ctia may chi Ao hoa host duoc nang cap va
cap nhat day du ban va 16i méi.

3.14. Ciau hinh an toan may chii Ao hoa
1/. Sir dung mat khau manh
2/. Péng cac dich vu va cac chuong trinh khong can thiét
3/. Y&u cau xéc thuc day du dé kiém soét truy cap.
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4/. Thiét lap tuong lira ca nhan trén may chu giGi han truy cap.
5/. Cap nhat kip thoi ban va 13i 16 hong bao mat nghiém trong

3.15. Thiét ké mang a0 dam bao an toan thong tin
Thuc hién cac bién phap sau nhiam thiét ké mang ao dam bao an toan théng tin:
1/. Thiét lap tuong lira 40 gitra cac 16p mang 40 va cac may 4o véi nhau. Tuong lia 40
c6 thé chin dugc cac gbi tin trude khi ching vao may ao.
2/. Trién khai hé thong phat hién va chong xam nhap trén mang gitp phét hién va ngin
chan cac tan cong mang. Néu co diéu gi bat thuong trong mdi truong a0, hé thong phat
hién va chdng xam nhap dua trén chit ky sé s& ngay 1ap tic canh bao vé céc hoat dong
nay va tim cach giai quyét ching
3/. Tién hanh cb 1ap mang quan tri
4/. Phan 1ap mang ao ddi v&i cac mang 4o va mang vat Iy khac
5/. C6 lap Switch a0 str dung thiét lap chinh sach twong ltra ¢ ting 2 va tang 3 va thiét
lap chinh sach trén cac cong mang ao.
6/. Giam sat hiéu ning hoat dong cua céc thiét bi mang ao nham phat hién va xir ly kip
thoi su ¢b qué tai, do tan cong hoac hong hoc.
7/. Thiét 1ap chinh sach loc dia chi MAC, kiém soat cap phat dia chi dong DHCP, thiét
lap hé thong kiém soét truy cap NAC cho céc t6 chire 16n
8/. Kiém soét quan tri va truy cap thiét bi mang ao.

3.1.6. Gi6i han truy cip vat Iy cac may chii Ao hoa (Host)
Thiét lap céac bién phap sau nham gigi han truy cap vat ly cac may chi Ao hoa:
1/. bat password BiOS
2/. Gi6i han chi cho phép khai dong tir 6 cang may cha khéng cho phép khoi dong tir
dia CD, dia quang va dia mém, USB.
3/. Str dung khoa dé ta RACK dung may chit nham chdng lai viéc cam thiét bi ngoai
Vi.
4./ Str dung khoa riéng cho 6 dia cirng nham danh cip 6 dia ciing
5/. Pong cac cong khdng can thiét trén thiét bi

3.1.7.  Mi héa dir liéu may do

Can ma hoa cic anh may 4o khi khong str dung, ma hoa cac file ciu hinh may
40 quan trong (.vmx), ma hoa 6 dia may ao (.vmdk). P& xuit sir dung giai phap
VMware ACE d¢ ma hoa may ao. Bén canh d6 can sir dung giao thirc ma hoa an toan
nhu mang riéng 4o (VPNs), bao mat tang truyén tai (TLS), sitr dung két ndi an toan
SSL giita c4c lién két truyén thong gitta may cha host va may 4o khach, hodc tir may
chu dén cac hé thong quan 1y tap trung. Tién hanh m3 hoa cac dir liéu quan trong luu
trit trong may ao.

3.1.8. Tach biét truy cap, c¢o lap dir li€u gitra cac may do

Tat ca cac may 4o can duoc cd 1ap va cd bién phap kiém soat co 1ap giita cac
may ao vdi may cha Host va gitra cac may ao vai nhau. Bién phap co 1ap cho phép
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nhiéu may 4o chay mét cach an toan trong khi chia sé phan ctimg va dam kha ning truy
cAp vao phan cimg véi hiéu suit cao mot cach lién tuc, ngay ca mot ngudi dung véi
quyén quan tri vién hé thong trén hé diéu hanh ctia may ao khach khéng thé choc
thung 16p c6 lap dé truy cap vao mot may ao khac. Néu hé diéu hanh trén mot may ao
dang chay trong mot may ao bi 16i, cic may ao khac trén cing mot may chi s& van
hoat dong binh thuong.
3.1.9. Duy tri sao luu
T6 chue can thuc hién duy tri sao luu theo cac yéu cau sau dam bao di lidu sin sang
khi can sir dung:
1/. Thuc hién day du sao Iuu anh chup trang thai may ao cé day du cau hinh bao gom 6
dia cing 4o dé khach hang co ¢ thé d& dang khdi phuc cac dit liéu va may ao ban dau.
2/. Sir dung ma hoa bao vé ludng dir liéu khi sao luu ngin chan tin tic chan bat goi tin.
3/. Thiét 1ap mat khau bao vé cac file sao luu.
4/. Pé xuat sir dung céng nghé sao luu an toan cua hang Ao hdéa Vmware Consolidated
Backed cua Vmware vStoreage gidp quan tri vién d& dang 1ap lich sao luu, kiém tra
sao luu
3.1.10. Tang cudng tinh tuin thu

T6 chirc can dinh ky kiém toan va danh gia tuan tha hé théng Ao hoa, quan ly
day du thong tin truy cap di liéu. Gidm sét tinh toan ven cua dix liéu, kiém tra tinh toan
ven ciia may 4o0. Canh bao kip thoi khi dit liéu quan trong bi thay doi trai phép. Pao
tao nang cao nhan thac va tinh tuan tha cho can bd quan tri. Thiét 1ap bién phap kiém
soat tinh tuan thi cua can bo quan tri nhu trién khai quy trinh quan 1y thay doi.

3.2. GIAI PHAP BAO VE DU LIEU TRONG PIEN TOAN PAM MAY

Cac bién phap bao vé dir liéu trong mdi truong Pién toan dam may dé xuat
trong dé tai déu duoc xay dung trén co sé ba nguyén tic co ban cua an toan thong tin:
tinh bi mat, tinh toan ven va san sang. M6 hinh bao vé dir liéu trong moi trudng dién
toan dam may hinh 13 st dung ciu trdc phong thu ba l6p, trong d6 mdi 16p thuc hién
mot nhiém vu riéng ctia minh dé bao vé dir liéu trong méi truong ao héa [7]. Vai cau
trdc ba 16p phong thi theo chiéu sau: 16p xac thuc ngudi ding sir dung nham dam bao
dir lieu khong bi gia mao. Chi nhitng tai khoan dugc xac thuc mai c6 kha nang quan
ly, thao tac dir liéu nhu tao mai, chinh stra hay x6a dir liéu. Néu nhu 16p xéac thuc
ngudi dung bi danh bai, hé théng bj tin tic xam nhap, ma hoa dit liéu va bao vé tinh
riéng tu c6 thé cung cap 16p bao vé tiép theo. Trong 16p bao vé nay dir liéu dugc ma
hoa chi khi cung cip khoa giai ma hop Ié thi méi cé thé truy cap di liéu, né 1a mot
bién phap bao vé dit liéu rat quan trong. Cudi cung, viéc phuc hdi nhanh chéng di liéu
nho tuan thit cac yéu cau nghiém ngit vé sao luu va phuc hoi gidp to chic, doanh
nghiép c6 thé khdi phuc téi da va nhanh chong dit liéu trong cac trudng hop xay ra
hong héc hoac hu hai dit ligu.
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Lép phong thi 1 Lé&p phéng thi 2 Lép phang thi 3

Hinh 13: M6 hinh bao vé dir liéu
3.2.1. Lép phong thii thir nhat kiém soat truy cip

Chiu trach nhiém xac thuc tai khoan nguoi dung str dung dich vu Dién toan
dam may, can bd quan tri hé thong. Lop phong tha thi nhat st dung cac bién phép xac
thue manh nhu: xac thuc hai yéu td, sir dung ching thu sé dwoc cap phat riéng cho
muc dich xac thuc, quan ly quyén cua tai khoan, xac dinh rd cac hanh dong nao duoc
phép ddi voi mdi tai khoan khéac nhau. Cu thé can tuan theo cac nguyén tic co ban sau:

Nguyén tic cip cip quyén: quyén chi cap toi thiéu, dap umg dang da nhu cau
cdng viéc. Phan tach rd rang vai trd nhiém vu cua ting c& nhan, to chic vi du: nguoi
thay ddi hé thong dién toan dam may, ngudi phé duyét viéc thay doi va nguoi giam sat
qué trinh thay di 1a ba ngudi doc 1ap khac nhau. Binh ky ra soat dam bao cac quyén
duoc cap ding va du theo yéu cau cdng viéc. Thong béo cho quan Iy tai khoan khi:
1/. Tai khoan khong con can thiét
2/. Ngudi ding cham dit hodc dugc chuyén cong viéc

Giam sat tai khoan thong tin tai khoan hé thong, thuc hién canh bao khi cé rui
ro cao lién quan tai khoan xuat hién.
1/. Khi tai khoan c6 quyén ding nhap sai mat khau nhiéu lan
2/. Khi tai khoan c6 quyén dang nhap hé thong sau gio 1am viéc
3/. Khi tai khoan c6 quyén thay doi mat khau, théng tin sé dién thoai.

Phan quyén rd rang, thiét lap diéu kién, quyén cho cac nhom va thanh vién
trong cac nhém khéac nhau
1/. Bo céc tai khoan tam thoi dung cho viéc khan cap
2/. Pong cac tai khoan sau mot thoi gian khong tuong tac hé théng. vi du sau 3 thang
khong tuwong tac hé thdng, tai khoan s& bi khoa.

Kiém toan tao tai khoan, sira doi, cho phép, vo hiéu hda va loai bo cac hanh
dong, va théng béo lién quan tai khoan
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Yéu ciu ty dong ding xuit phién ding nhap tai khoan sau thoi gian khéng
tuong tac hé théng. Vi du: tu dong dang xuat phién lam viéc néu sau 5 phit tai khoan
khéng co tuong tac hé thong. Khéng sir dung chung tai khoan.

Thiét 1ap cac bién phap ngan chan cac nd luc dang nhap ro mat khau, tai khoan
nhiéu lan:

1/. Thiét 1ap sb 1an sai mat khau lién tiép t6i da 5 lan.

2/. Ty dong khoa tai khoan trong vong 60 phat hodc cho dén khi quan tri vién kich
hoat néu gd sai mat khau lién tiép 5 lan

3/. Tri ho#n lan ding nhap tiép theo phai tién hanh sau mot khoang thoi gian nhat dinh,
t6i thiéu 15 pht

4/. Yéu cau nhap captcha ddi voi céc giao dién ding nhap dé dam bao nguoi dung that
dang nhap hé théng.

Can hién thi thong bao cho nguoi dung khi nguoi ding diang nhap va thoat khoi
hé thong. Can luu day du thong tin dang nhap duoc ghi lai nham muc dich kiém toan.

Kiém soat phién dang nhap: Hé théng tng dung trén dién toan dam may can
giéi han s luong phién dang nhap dong thoi cho mdi tai khoan. Ngan chan truy cap
trai phép hé théng bang cach sir dung lai khoa phién diang nhap di khong con hoat
dong.

Str dung phuong thirc xac thuc manh két hop da yéu: mat khau va sinh tric hoc,
thé thdng minh va thiét bi phan cang sinh mat khau dong va mat khau ding mat lan
d6i voi tai khoan c6 dic quyén va khong cé dac quyén truy cap tir xa vao hé théng.
Cac yéu t6 kiém tra xéac thyc khac phai duoc cung cap boi thiét bi doc lap.

3.2.2. Lop phong thi thir hai ma hoa

Lép phong tha tha hai st dung giai phdp ma hoa dix liéu nham dam bao tinh bi
mat dit liéu. Ngan chan nhitng nguoi khong duoc cap quyén hiéu rd noi dung dit liéu.
M4 héa dit liéu trong khi truyén va luu trir trong dién toan dam may c6 céc loi ich rd
rang sau:

Ngin chin mbi de doa truy cap trai phép dir liu Khach hang ctia nhan vién
quan tri ciia don vi cung cap dién toan dam may

Ngin chin méi de doa truy cdp trai phép dir liéu tir bén ngoai cua hacker, dbi
thu canh tranh

Trong ndi dung dé tai s& tap trung vao st dung thuat toan ma hdéa dong cau dé
ma hoa dir liéu trén Dién toan dam may.

3.2.2.1. Khdi ni¢m, tinh chit ma héa dong ciu

Thuat toan ma héa dong cdu duoc dé& xuat lan dau tién boi ba nha khoa hoc
Rivest, Adleman va Dertouzos nam 1978. Mot sé thuat todn ma héa hd trg nhan nhu
RSA (Rivest, Shamir, va Adleman) va Elgamal (1985). M hoa dong ciu cong nhu
Paillier (1999).
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M3 héa ddng cau co tinh chat dic biét: tich caa cac “ban tin” (messenge) duoc
ma héa bang tong cic “ban tin” dugc ma hda. Ma hoa dong cau cé tinh chat dic biét:
gop cac ban mé lai véi nhau (® ®) cho ta ban ma c6 noi dung 1a tong cac ban rd twong
g [8]. Nam 2009 nha khoa hoc may tinh Craig Gentry ciia hiang IBM da dé xuat ma
hoa theo ca phép nhan va phép cong (fully homomorphic encryption). Pay la mot ng
dung quan trong trong an ninh dién toan ddm may. Hé ma nay cho phép tir hai ban mé
cua hai ban rd a va b, ta c6 thé tinh duoc ban ma nhan cua ab va ban ma cong cua a+b.
M3 hoa ddng cau day du cho phép tinh toan co thé duoc thyc hién trén céac dit lidu
duoc ma héa ma khong biét khéa bi mat.

Nhiéu nghién ctru dé xuat cac bién thé caa mé hinh Craig Gentry véi mot s6 cai
tién. Nam 2011 trong cong bd trén tap chi Nhitng nén tang ciia May tinh- FOCS, 2011,
pp. 97-106 thuat toan dugc hai nha khoa hoc may tinh Zvika Brakerski va Vinod
Vaikuntanatha gitip day du, don gian va hiéu qua hon so voi dé xuit ban dau nho s&
dung ky thuat LWE. [09] Nam 2012 ba nha khoa hoc may tinh Gentry, Vinod
Vaikuntanathan va Zvika Brakerski trong cong bé trén tap chi ITCS, 2012, pp. 97-106
d3 dwa ra mot cai tién ma hoa dong ciu day du Fully homomorphic encryption khong
kém bootstrapping. Du doan tiép tuc s& c6 nhiéu nghién ctu vé dé tai nay dac biét Ia
su phd bién va thdng tri cua dién toan dam may. Thuat toan ma héa déng ciu day du
con gap phai mot s6 van dé tinh linh hoat, tbc d6 ma hoa va giai ma, kich thuéc ban
ma I6n

3.2.2.2. Sirdung ma héa dong cdu ma héa div liéu trong dién todn ddm

N
Luu trir dir liéu
da ma hoa
Dich vu dién toan dam
may
v
M3 hoéa dir liéu sir
dung Ma hoéa ddn g Giai ma
cau

A

D liéu dang
Plain tex

Dirliéu dang
Plain tex

Nguoi dung dich vu
DPién toan dam may

Nguoi dung dich vu
Pién toan dam may

Hinh 14: M6 hinh stz dung md héa dong cau ma héa dir liéu dién todn ddm mdy
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toan dam may

Newirisirdurg dichvu ¢ f(EFne(a),Enc(b))
dign toan dam may ) ) '

G dir [iéu ma
hoa
| G1ri véu ciu téi

Lo trit dif ligu m3 hoa
Tinh todn két qua theo yéu cau tie

n}é‘_.; chu yéu Str dung mi hoéa ngwrii ding (f(a.b)). Nha cung chp
cau tinh todn dono Eau toan chi c6 duy nhét ciphers ciaavab
fla.b) ‘phgm N6 sé tinh toan f(Enc(a).Enc(b))
Giai mi két ma khéng can biét a va b va khéng
gua cua giai m&

fiEnc(a).Enc(b)
) st dung khoa
A bimat ) W ,

Hinh 15: M6 hinh m& héa dé liéu dién todn dam mady sir dung md héa dong cau
3.2.2.3. Tinh todn ma héa dong ciu diy dii
Ma hoda thong diép b:
Chon mét cach ngau nhién sé "lén™ boi cua p: g-p (q ~ n° bits)
Chon ngau nhién s6 “bé” 2-r
Ban ma héa thong diép b lac = q-p+2-r+b
Giai ma ban ma c: ¢ (mod p) = 2-r+b (mod p)
Tinh toan cong va nhan
C1=Q1-p+(2:r1+b1), co=q2-p+ (2:12+ b2)
Ci+Cz = P-(Q1 + 02) + 2-(r1tr2) + (ba+b2)

LSB = b1 XOR b2

C1C2 = p-(C2-Qr+C1-02-01-Q2) + Z-ilr2+l‘1b2+r2b1) + bl/bz

LSB = b1 XOR b2

Khéa cong khai:
[Qop+2ro, q1p+2r1,..., qip+2ri] = (Xo,X1,...,Xt)
Ma hoa thong diép b: chon ngau nhién S <& [1...1]

c =§Xi *2r+ b (mod x )
Giai m& ban ma c: ¢ (mod p) = 2-r+b (mod p) = 2-r+b
Thuat toan ma hoéa dong cdu day du gap phai 2 van dé
1/. Ban ma c6 kich thuéc I6n
2/. b nhiéu cao mdi lan tinh toan.

3.2.2.4. Thir nghiém ma hoa dir liéu dién toan dam mdy sw dung thudt
toan ma hoa dong ciu

Thiét ké chuong trinh
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Dir lieu dau vao file
<t

MO-dun Tai dor liéu
1én dién toan dam
may

MO-dun ma hoa dx
liéu

Module giai ma

Hinh 16: Thiét ké chuwong trinh
Kién triic chuwong trinh

<

USER

D atabase

Hinh 17: Kién triic chwong trinh
Thuat toan chuong trinh
Buéc 1: Lya chon J (64bit), K (16bit) D and F (256-bit) ngau nhién
Buéc 2: Lya chon 4 bit ngau nhién K’ tinh PO = JD and P1 = JF + KK’
Budc 3: Chap nhan S6 N tir ngudi ding
Budéc 4: P2 = [T1 P1] mod PO
Budc 5: Perform Encryption Cipher Text C =[N + T2 P2] mod PO (T1, T2 are a 4-bit
random integer)
Budc 6: Giai ma N = (C mod J) mod K
Vi du
Buacl: chon
J=14883982794894487223,
K=43321,
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D=7067718654396614761419586204206568070421781130717093882368081797246
0078770747
F=7303904732996161187747462232064429220443932684474778307067680690428
7578243639

Buéc 2: lya chon ngau nhién 4 bit K '= 12 sau d6 tinh
P0=105195802851194030592932060756553342783557414664099137669178122750
4638919782237324865124737665581
P1=108711192381463276648158124169700408733775019967891779423494587651
257282914457503860391386 7044349

Buéc 3: s6 dugc ma hda N=9

Budc 4,5: Thuc hién ma hda va nhan duoc
C=3515389530269246055226063413147065950217605303792641754316464900793
390936233771373878912937 87689.

Budc 6: Giai ma duogc thuc hién va nhan laibanr6 N=9

Lua chon ngiu nhién J

(64bit), K(16bit)
D va F (256-bit) PO = JD and P1 = JF + KK’

Chép nhéan sb N tir ngudi
dung dich vu dién toan
dam may

P2 =[T1 P1] mod PO
o Ban ma hoa C = [N + T2
Giai manl:Ioa (KC mod J) < P2] mod PO
(T1, T2 la 4 bit nguyén
ngau nhién)

K&t thuc

Hinh 18: Thudt toan chuwong trinh
Két qua
Dt liéu dang ban rd trudc khi ma hoa
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- _
o= Demo giai thuat ma hoa dong cdu

Cadu hinh

58 nguyén t5 kén P 2411
S8 ngau nhign G {1 > P-1) 307
Khéa bi mét X (ngau nhién) 176

Hé s5Y (G™x mod P) 1122

Khéa cong khai [P.G.Y] [2411,307.1122]

Ung dung

Tin higu 55

Théng digp M 116 Hé s8a (G kmod P) |2
| Thénadiépdi | HessbiykmodP) ©

H& 28 k 155

Tin higu text
Hé s& k (fced) | 456
Théng digp M hell Dung|

| Mahéa | | Gaimd | | Luuvaofie

N&i dung m3 héa

.

Thing diép (k. a, b} [(155, 2185, 94

Tinh todn

Hinh 19: Di liéu dang ban ré trueéc khi ma héa
Dit liéu sau khi ma héa

_| Dungv8 - Notepad - T pp—

D@g

File Edit Format WView Help

M56%266,1494 |266,1590|266,1366|266,1366|266,1270|266,1387|266,235|266,1078|266,1302(266,1526 -

Hinh 20: D liéu sau khi ma hoa
Dir liéu sau khi giai ma git nguyén noi dung
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g5 Demo giai thudt ma hda dbng cdu =R
C3u hinh
58 nguyEn td kdn P 2411
S& ngau nhién G (1 - P-1) 07

Khda bi mat X fng3u nhidn) 176

Hé =3 (G"x mod P)

i Plain text: helle Dung
Khéa cong khai [P.G.Y]

Tin hiéu =5

Théng digp M 116 = . Z Py |2125
Thong diépdi | H&s5b (kmod P) |98
Hé =4 k 155 . - § e ———
Thong dép(lc. a. b) [(155, 2185, 98)
Tin higu text
Heé =4 k (foeed) | 456 N
Thong dép M

| Mahéa | | Gaimd | | Luuvdofie

Mdi dung md hoa

Hinh 21: D liéu sau khi giai ma
3.2.3. Lép phong thi thir ba khéi phuc nhanh chong

Lop bao vé cudi cung bao vé dir liéu 1a kha khdi phuc dir liéu hoic di chuyén
mét cach nhanh chéng trong truong hop xay ra su ¢d hodc theo yéu cau cua Khéach
hang. To chiic cung cap dich vu dién toan dam may can tuan thi cac nguyén tic co
ban sau nham dam bao dit liéu khdi phuc nhanh chéng va day du [6].
1/. 100% dix liéu phai duoc sao luu. C4c ban sao luu phai day da va nhat quan dugc
Iuu trir theo nguyén tic 3-2-1. Mdi file dir liéu c6 it nhat ba ban (1 ban géc va 2 ban
sao luu, it nhat mot trong ba ban dé c6 sin truc tuyén khi can). Luu trén it nhat 2 thiét
bi Iuru trit khac nhau c6 it nhat ban sao luu tinh dat tai dia diém cach xa va doc lap dia
diém luu trit dir liéu géc.
2/. C6 quy trinh sao luu va phuc hoi chia rd vai trd cua tirng c& nhan td chuc.
3/. Thuong xuyén dao tao, dién tap kich ban khdi phuc hé théng dit liéu nham dam bao
d6 tin cay phuong tién truyén théng va toan ven thdng tin.
3/. T6 chuc phai ¢6 cac co sé trung tdm dit liéu thay thé tuong dwong (trung tAm dir
liéu du phong). Céac trung tdm dit liéu phai duoc giir cach xa dia diém chiu rai ro vé
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X4c suat moi trudng cao, dia diém nguy co chay nd nhu tram xing dau, kho vii khi.
Khoang céch tir trung tam dit liéu chinh dén trung tdm di liéu du phong dam bao téi
thiéu 30km.
4/. T6 chirc phai ¢ ké hoach dam bao tinh lién tuc kinh doanh, thudng xuyén dién tap
ké hoach va kiém thir dam béo tinh lién tuc kinh doanh
5/. Bao vé tinh bi mat va toan ven, tinh san sang cua dit liéu sao luu tai cac trung tam
luu trir nhu ma héa, dat mat khau file ma hoa.
6/. Sao luu dir lidu nguoi dung trong hé théng dién toan ddm may phu hop véi yéu cau
thoi gian phuc hoi va diém khéi phuc muc tiéu caa Khach hang
7/. Sao luu thong tin hé thong chira trong cac hé théng théng tin phd hop véi yéu cau
thoi gian phuc hdi va diém khdi phuc muc tiéu.
3.2.4. Mt s6 bién phap phong thii b6 sung nham bio vé dir liéu
trong moi troeong dién toan dam may
3.2.4.1. Kiém sodt an ninh méi trwong vit ly dién todn ddm may

Pon vi cung cip dich vu dién toan dam may can phai xay dung va thuong
Xuyén cap nhat quy dinh kiém soat an ninh méi trudng vat 1y dién toan ddm may:
1/. Viéc ra vao phai duoc kiém soat bang thé tir, van tay.
2/. Sir dung khoa vat ly hoic thé vat ly dé truy cap trung tam di liéu dién toan dam
may, c6 day da quy trinh cap phat va thay thé khi chia khoa bi mat va can bo chuyén
hoac nghi viéc.
3/. Quyén truy cap vao khu vyc trung tdm dit liéu chi duoc cip cho cac nhan vién van
hanh hodc nhan vién k¥ thuat lién quan truc tiép dén hé théng. Nhitng nhan vién ctua
bén tht ba/cung cap dich vy thyuc hién dich vu bao tri hay cac dich vu khac phai giay
iy quyén va gidi thiéu rd rang duoc gidm sat chit ch& bai nhan vién cta nha cung cip
dich vu Dién toan dam may.
4/. Trung tdm dir liéu phai c6 camera giam sat. Camera giam sat phai duoc dat vi tri
phtl hop dé giam sat tdi thiéu noi vao ra ciia cira khu vuc quan trong. Lich sir luu trix
dir liéu ctia Camera toi thiéu 1a 3 thang.
5/. Tét ca dit liéu vé cac truy cap ra vio trong cac khu vuc trung tim dir liéu déu phai
duoc luu dudi dang nhat ky. Moi hoat dong dugc thuc hién trong khu vuc trung tam
dit liéu Pién toan dam may phai duwgc ghi nhan, giam sat va dinh ky ra soat nhat ky
truy cap.
6/. Co quy trinh cho phép di doi hoidc chuyén nhuong phan ctng, phan mém hodc dir
liéu dén mot co sd khic.
7/. Trung tam dit liéu can stir dung hé théng dién du phong dam bao hé thdng khéng bi
ngat dién dot ngot: st dung UPS, thiét bi may phat chay xing hodc dau. Cé giai phap
phong chay chita chay chuyén dung cho hé thong trung tdm dir liéu dién toan dam
may. Canh bao kip thoi xay ra chay nd. Duy tri nhiét d6 va do 4m trung tAm dit liéu,



43

thudng xuyén giam sat va c6 bao cdo diéu chinh nhiét do va do 4m khi cac thong sb
vuot ngudng cho phép.
3.2.4.2. Kiém sodt thay doi ha ting, cdu hinh hé thong dién todn ddim
may

Nha cung cap dich vu dién toan dam mAy phai c6 tai liéu mé ta quy trinh thay
d6i cua t6 chuc. Cac chinh sach can dugc xdy dung, ban hanh va thudng xuyén cip
nhat dé quan 1y rai ro lién quan dén viéc 4p dung cac thay ddi vao hé thdng ha tang
quan trong cta dién toan dam may (vét 1y va 4o hoa). Can c6 nhitng chinh sach, tha
tuc, ban ké danh sach cac phan mém va sir dung bién phap giam sat k¥ thuat dé han
ché va giam sét viéc cai dat cac phan mém trai phép trén cac hé thong may chu, may
tinh 4o hay thay ddi co so ha ting nhu mang va cac thanh phan hé thong khac trong hé
théng dién toan ddm may. Cac thay ddi ha ting c6 rui ro anh huéng dén tinh lién tuc
hoat dong ciia Khach hang can phai dugc thong bao it nhat truéc 5 ngay cho Khach
hang trudc khi thyc hién thay d6i. Thuong xuyén dao tao nang cao nhan thirc an ninh
thong tin va tuan tha quy trinh thay doi va cac quy dinh van hanh hé théng.

3.2.4.3.  An toan phat trién teng dung trong dién todn ddm may
T6 chtrc phat trién tng dung trong dién toan ddm may can tudn thu cic nguyén tic sau
1/. Xay dung cac bo tiéu chuan phat trién ing dung an toan.
2/. Thuc hién kiém thtr tng dung duoc phat trién trude khi cho phép di vao hoat dong.
3/. Pinh ky ra soat va danh gia an ninh thong tin cho mg dung phét trién trong dién
toan ddm may
4/. Trién khai cac API kiém soat an toan thong tin tmg dung trong dién toan dam may
3.2.4.4. Phan logi va ddn nhén dir ligu theo cdc tiéu chi cu thé.

Dit liéu luu trit trong dién toan ddm may can dugc phan loai va dan nhan. Nham
danh dau cac dir liéu quan trong va bi mat dé c6 bién phap bao vé pht hop. phan tach
dir liéu theo nguyén tic: cac dit liéu nhay cam bi mat khong luu trit cing dit liéu khac,
va phai c6 bién phap bao vé riéng cho céac dir liéu bi mat. Dit liéu cua to chic phai
duoc phan loai va dan nhan. Bé xuat chia 1am ba loai nhu sau:

1/. Dit lidu bi mat: so thé tin dung, thong tin an ninh qubc gia, dit liéu khach hang, bi
mat kinh doanh. Khi cac dit liéu bi mat gay thiét hai to 16n cho t6 chirc doanh nghiép
2/. Dir liéu nhay cam

3/. Thong tin cong cong
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Chuong 4 - TU VAN, TRIEN KHAI GIAI PHAP BAO VE NEN TANG AO HOA
CHO TO CHUC, DOANH NGHIEP TAI VIET NAM

4.1. TU VAN, THIET KE GIAI PHAP

Dua trén tong hop, phan tich va danh gia ciing nhu kinh nghiém trién khai hé
théng Bao vé dit lidu cho méi trudng Ao hda, tac gia tu van t6 chirc doanh nghiép nén
trién khai bo giai phap cua hang bao mat Trend Micro dé bao vé cho méi truong Ao
hoa. Bo giai phap két hop hai giai phap nhu sau:

Giai phap Hybrid Cloud Security (Deep Security) dugc thiét ké dic biét danh
cho méi trudng 40 hda, giai phap cé kha ning bao vé may cha 40 trong méi trudng Ao
hoa trude nguy co lay nhiém ma doc hai, Virus, xdm nhap trai phép, vv.... Giai phap
Deep Security st dung kién trdc agentless gilp giai quyét van dé& xung dot tai nguyén
do con béo anti-virus thudng thay khi thuc hién quét toan hé thong va update cac mau
nhan dang virus méi, gilp giam thiéu do phic tap trong van hanh bao mat va cho phép
cac t6 chirc gia ting mat o may ao, ting toc 40 hoa

Giai phap ma hoéa dix liéu SecureCloud giup ma héa an toan dit liéu trong moi
truong Ao héa va dién toan dam may. Giai phap SecureCloud tap trung bao vé an toan
tinh bi mat cua dit liéu.

Mot s6 dac diém ndi bat cia giai phap bao mat cho méi truong Ao hoa va Bién
toan dam may cua hang Trendmicro:

Pugc thanh 1ap vao nam 1988 vdi hon 20 nam hoat dong hdng Trend Micro
chuyén cung cap céc giai phap an ninh thong tin cho ngudi ding c& nhan va céc t6
chac. Trendmicro 14 to chtc dan dau trong viéc nghién ciu va cung cap giai phap bao
vé mdi trudng Ao hoa va Pién toan dam mdy. Giai phap sir dung kién tric Agentless,
phét hién va xt Iy phan mém doc hai, xam nhap trai phép khong can cai trén tirng may
a0 (Anti-malware Agentless) duoc thiét ké chuyén biét cho cac méi truong Ao hoa va
dién toan dam may.

Kha nang twong thich v&i hau hét cac nén tang 4o hoa va Dién toan dam may
pho bién hién nay: VMware vCloud Air, Amazon Elastic Compute Cloud (Amazon
EC2), and Microsoft Azure [10]. Két hop chat ché va tan dung cac API cong nghé cua
VMware vShield Endpoint va VMware vShield Endpoint Drivers

Tiét kiém chi phi: theo tinh toan cua Trend Micro, véi cling mot ha tang 1T, néu
chuyén sang sir dung Deep Security Anti-mailware Agentless, mot t6 chac ¢ 1.000
may chii a0 6 thé tiét kiém it nhat nua triéu do-la trong khoang thoi gian 3 nam

Cung cip céc giai phap an ninh thong tin chuyén biét cho méi trudng Ao hda va
dién toan dam may
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Single Infrastructure
for Hybrid Cloud

Deep Security Alerts Reports Administrator

(Software or Service)

Hinh 22: Gidi phap bdo vé Ao héa va Dién todn dam mdy Trendmicro
Giai phéap an toan mang ao bao gom phong chéng xam nhap, truy cap trai phép
qua mang dé bao vé hé théng trude cac khai thac cac 16 hong bao mat chua duoc va 15i
va stateful twong lira kiém soat cac port can két néi gilp cung cap cac 16p bao vé
quanh mdi may o

Ngin chan cac tan cong SQL injection and XSS trén ung dung, Che chan 15
hong di biét va chua biét trong cac trang web va cac ung dung nhu Shellshock va
Heartbleed

Cung cap chi tiét, bdo céo co thé kiém tra tai liéu d6 ngan chin cac cudc tan
cong va tinh trang tu&n tha chinh sach, va cac chinh sach ma hda cho cac may chu

Xac dinh cac hoat dong va hanh vi dang ngo tir d6 ¢6 céac bién phap phong ngua
som nhu canh bao.

Phat hién va ngan chan mot loat cac mdi de doa dén may chi, may tinh 4o, bao
gom ma doc hai, virus, cac mdi de doa web, phan mém gian diép, rootkits, siu mang
va céc tin céng nang cao.

Giai phap ma hoa SecureCloud sir dung thuat toan ma hoa chuan an toan AES
256 bit dugc to chuc FIPS 140-2 cap chang chi. Gilp ma hda toan bo dir liéu, may ao
va toan bo 6 dia may 4o theo thoi gian thuc. Giai phdp ma héa SecureCloud quan ly
khoa giai ma an toan. Khong luu trir trén nha cung cap dich vu Pién toan dam may. St
dung chuan giao thirc quan ly khoa an toan. Giai phap ma hdoa SecureCloud cho phép
kiém toan b&o cdo va canh bao viéc sir dung va quan ly khoa va truy cap dit lisu ma
hoa. Giai phap ma hoa SecureCloud hd tro ma hoa cho da nén tang hé diéu hanh khac
nhau
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Bang 5: So sanh gidi phap Deep Security Trendmicro va mét sé gidi phap an
ninh khac duwa trén tong hop, ddnh gid va quan diém c& nhan cua tac gid

Tiéu chi so sanh Deep MCafee Symantec
(Yes: dap ing day du Security Move Data Center
No: khong dép ¢ng hodc dap tmg khong day | TrendMicro Security
du
Thang diém tinh tir 1, 2, 3, 4, 5. 5 1a diém
cao nhat)
Tinh nang quan trong: Yes No (chi|[No (chi hd
Agentless Antivirus — quét toan bé may ao, hd  tro | tro Agentless
quét virus theo thoi gian thuc Agentless | cho
Agentless phat hién va ngan chan xam nhap cho Antivirus
trai phép Antivirus

Giam sat toan ven dix liéu

Quan tri chinh séch tap trung

Bé4o c&o va canh bao kip thoi diy du théng
tin

Giai phap toan dién, hd tro da nén tang: vat yes no no
ly, Ao hoa, va Pién toan dam may

Dé dang trien khai, tich hop

Hoat dong 6n dinh

Ho6 tro k¥ thuat

A B O] O1
W Wb~
Wl A~ o~

Tiét kiém hiéu ning

4.2. TRIEN KHAI GIAI PHAP

Dé tai a4p dung céc bién phap dé xuat dé trién khai giai phap bao vé dir liéu cho
hé théng Ao hoa dit tai mot trung tam dit liéu méi coa Hai Quan dit tai L6 E3 -
Puong Duong Dinh Nghé - Cau Gidy - Ha Noi
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4.2.1. M6 hinh trién khai

vCenter

vShield

- HEEE  {EEE [ E— - JHHgH

Tuong ty véi
ESXi 4 -> ESXi 11 ESXi 12

ESXi 1 ESXi 2 ESXi 3
Hinh 23: M hinh trién khai hé théng Deep Security

4.2.2. Thanh phan giai phap
Deep Security Manager. La cong cu quan tri tap trung manh mé cho phép quan
tri vién tao ra cac chinh sach an ninh va ap dung ching vao may chu, theo ddi cac canh
bao va dua ra cac hanh dong phan tmg dé ddi pho voi cac méi de doa, phan phdi cac
ban cap nhat bao mat cho cac may chu, va tao cac bao cao. Tinh nang méi Event
Tagging cho phép quan ly mét sb luong 16n cac sy kién.

P9, TREND.  Deep Security sdmin - Egn O g Malp -
— & &
Defut | <
A= 24 Mo Vs = A S Bl g AddRerove Wdiges.
Alert Btston ] Compurter Statun x My Ascsunt Status - My Sign-im Hintory
W Craca & Wamang: un Vama—e ammn Lt 2 Syt ADSIEHE
- Cociguites Statum: i
Ll A Ags .__, & Grscar: o Ho'e Full fcoei B Sephecber 70 F1T IS oo
Recommondaton - winies... 8 Hous ey ! Lt Sgadn Sepaamiar 20, 1012 B Sepiesber 30,2012 1M Suooess
Hirws Pt of Enging Ba... 3 Dind \ B Varaped a2 .
Empty Rpiay Grous Assigna... 3 O e Unmansget 108 Provvious Signdn: - Sepember 20, W12
Cuplais Livsgus Berttes . 8 Dwps e
Teptoatn Winsgue Menttens . 6 Dus Tl Sgadng H
At BBl eRs Event Histony * At Mabwars Ststus (Computers) x
Scam Rasut: Ton 3 Wlaciud Computin:
- B Ceaned Lol R L
-
i - Cusrantned P T e QN 1T
Dyl
L = i apin_sdsggs aEN) =
f— WORSon_ficare DR 4=
1.
e W Unceanstie Pt QEN) 12
worcRten_ibass BN 13-
Welt Repuitation Event History X Wb Reputstion Computer Activity = ‘Wels Repuiasticn URL Activity »
] Event Saverey. Top & Computtrs for Wed Reputason Eventi Top S LR for Wied Raputason Event:
'} [ | W Dangarus wraalitae_meiicd 17 . P 4 R e BT 1.
m 4 4
gy . " - f— "
. i ) iy 8 Ep oLt B WD LT
i 5 - F .l .'. L WAL il 15 - P i b RS Syl 1.
- 0 o e AT L . s
0 = — W ApID_DomTan 1“4 -~ DR T TED 1 B8 00mE. . 1 -
.L___..=..__;.._-.-=.-.l.l.-.lj..l.l.lll.. N hackad O 1880 " - [ r— g a
IR GEO0 OEO0 OROD  HEOD  TA0R  ITOD X0 B Wit - :
Houm

Hinh 24: Giao dién thanh phan Deep Security Manager

Deep Security Virtual Appliance: La mot may ao bao mat dugc xay dung cho
cac moi truong 40 hoéa cung cap cac module chong ma doc , kiém tra tinh toan ven.
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Virtual Appliance bao vé cac may ao khac cung hé théng caa minh ma cac may 4o
khac khong can cai bat ca 1 thanh phan gi.

Smart Protection Network. Deep Security duoc tich hop véi kién tric cloud-
client thé hé méi dé cung cp su bao vé theo thoi gian thuc khoi cac méi de doa moi
Xuit hién bang céch lién tuc danh gia va phan tich danh tiéng cua céc websites, ngudn
emails va files.

Vcenter: thanh phan quan tri tap trung cac server ao hoa ESX duoc phét trién
bai hdng Vmware

Vshield Endpoint & thanh phan Antivirus va Anti-Malware cho may 4o cua
hdng Vmware

Vshield manager: Quan Iy tap trung cac thanh phan security (vShield) cua hang
Vmware

4.2.3. Céc tinh ning chinh trién khai

Tinh ning phat hién va xir Iy ma doc hai trén cac may Ao: cac loai ma doc
Deep Security c6 thé phat hién va xt ly bao gém VirusTrojans,Backdoor, Worms,
Network viruses, Rootkits, Spyware/grayware. Chirc ning chdng ma doc hoat dong
real time bao vé may ao 24/7.

Tinh ning tuong lira Ao: tinh ning nay gitp giam thiéu cic tan cong vao cac
server trong tat ca cac moi truong vat ly, dién toan ddm mdy, va a0 hda; ngan chin céc
cudc tan céng nhu tir chdi dich vu va phat hién quét thaim do va quan tri tap trung
chinh sach tuong ltra cua cdc may chu. Tinh nang quan tri tap trung chinh sach cho céc
may chu firewall bao gdm cac mau cho céc kiéu may chi phd bién Tinh ning loc chi
tiét theo dia chi IP & MAC, theo dich vu, cong két ndi. HS tro tit ca cac giao thic
TCP, UDP, ICMP, IGMP

Tinh ning loc goi tin Deep Packet Inspection bao gom cac thanh phan
IPS/IDS, web application Protection, Application control c6 kha nang:

Bao vé chdng lai cac nguy co di biét va cac cudc tin cong zero-day bang céch
chan cac 16 hong khai thac khdng gisi han.

Bao vé nhiing 15 hong chua dugc biét dén trude nhing khai thac diém yéu, che chan
cac 16 hong trong tng dung web cho dén khi viéc sira chira 13i hoan thanh.

Chéng lai c4c tin cdng SQL injection, cross-site scripting, phat hién va ngin
chan céc phan mém doc hai truy cap vao mang

Phat hién cac dang ngd trong ludng dit liéu Vao/ra chang han nhu céac giao thuc
dugc cho phép trén cac cong tiéu chuan vé giao thuc , néi dung dé tim ra dau hiéu cua
cudc tan cdng hoic vi pham chinh sach

Bao vé céc 16 hong truéc nhitng khai thac diém yéu cho dén lan bao tri window ké
tiep.
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Tinh ning giam sat thay doi tap tin quan trong. Tinh ning gidm sat c4c tap tin
quan trong cua hé diéu hanh hoic cac khoa regitry dé phat hién ma doc hai ciing nhu
su thay d6i bat thuong

Theo d&i nhitng tap tin quan trong cua hé diéu hanh va ang dung, chang han
nhu cac thu muc, cac khoa registry dé phéat hién ma doc hai va nhiing thay doi bat
thuong.

Phét hién viéc sira ddi va tao méi cac file hé thong va théng bao lai theo thoi
gian thuc

Cho phép kiém soét theo y mudn, cé thé theo lich hodc kiém soét theo thoi gian
thuc, kiém tra dac tinh tap tin va theo dai tirmg thu muc cu thé.

Tinh ning nay ciing bao vé hypervisor khoi cac tan céng khai thac bang cach
cung cap giam sat su toan ven cua hypervisor tan dung cong nghé TPM/TXT.

Tinh ning Log Inspection: thu thap va phan tich cac log cia hé diéu hanh va
g dung dé tim ra c4c sy kién an ninh, ti wu hoa viéc xac dinh cac su kién an ninh
quan trong trong cac log su kién.

4.2.4. Cau hinh thiét 1ap chinh sach bao vé
CAu hinh thiét 1ap tinh ning Anti-Malware. Chon tinh ning Anti-Malware chon thé

General cau hinh bat tinh nang Antimalware
Folicy: Base Policy

;g: Overview General || Smart Protection || Advanced || Quarantined Files || Evenis

Anti-Malware State: On v Mot Licensed
@ Weh Reputation

@ Firewall Real-Time Scan
Default
Intrusion Prevention .

- Malware Scan Configuration:  Default Real-Time Scan Configuration v Edit
) Integrity Monitoring Schedule: Every Day All Day v| (Eat
@Y Loginspection

Manual Scan
B Interface Types Default
g:‘ég, Settings s Malware Scan Configuration: Default Manual Scan Configuration v Edit
> Overrides Scheduled Scan
Default
Malware Scan Configuration: Default Scheduled Scan Configuration v Edit

Hinh 25: thiét lap tinh ndng phong chéng ma déc
Cau hinh thiét 1ap chinh sach tuong lira bao vé cac I6p mang Ao
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[®] Mew Firewall Rule Properties - Google Chrome — O >
A BHS//192.168.48.188:4119/com.trendmicro.ds.network--PacketFilterProperties.screen?p
General || Options || Assigned To |
- General Information -
Mame: [Mew Firewall Rule
Description:
=
Action: Allow v
Priority: 0 - Lowest i
FPacket direction: | jncoming -
Frame 1=} - ) mMot
Type:
FProtocol: ANy -
r Packet Source
IF: Ay -
MAG: Any -
Ay v
r Packet Destination
IF: Any -
MAG: Any -
Any v
I4
N - A N I r Ay ?
Hinh 26: cau hinh chinh sdach tuong lura
r
A \ 14 /4 by 2 4
Cau hinh chinh sach tuong ltra tng dung
Firewall Rules By Action Type |CL Search | - |
[ New - | [ Delete.. [£] Properties.. [L3 Duplicate [%] Export - @Columns .
Name Priority Direction Frame Type Protocol | Source [P Source MAC Source Port Destination IF *
B Allow (25)
Allow PPPOE Discovery 0-Lowest Incoming Other 8863 N/A
@ I Allow PPPOE Session 0-Lowest Incoming  Other 8864 N/A NI/A Any NIA NIA
@ [#  Allow solicited ICMP replies 0-Lowest Incoming IP ICMP Any Any NIA Any
@ |« Allow solicited TCP/JDF replies 0-Lowest Incoming 1P TCP+UDF Any Any Any Any
@ ¥ ARP 0-Lowest Incoming ARP NIA N/A Any NIA NiA
@ | Computer Associates Unicanter 0-Lowest Incoming IP TCP Any Any Any Any
@ || Deep Security Agent 0-Lowest Incoming IP TCP Any Any Any Any
@ | Deep Security Manager 0-Lowest Incoming IP TCP Any Any Any Any
@ || Domain Client (TCP) 0-Lowest Incoming 1P TCP Domain Con... Any Domain Con... Any
@ || Domain Controller (TCP) 0-Lowest Incoming IP TCP Any Any Any Any
@ ¥l FTP Server 0-Lowest Incoming IP TCP Any Any Any Any
@ || Generic Routing Encapsulation 0-Lowest Incoming IP Cther: 47 Any Any NiA Any
@ ¥ IDENT 0-Lowest Incoming IP TCP Any Any Any Any
@ ¥ IMAP Server 0-Lowest Incoming IP TCP Any Any Any Any
@ I IPSec Authentication 0-Lowest Incoming IP Other: 51 Any Any NiA Any
@ || IPSec Encryption 0-Lowest Incoming 1P Other: 50 Any Any NiA Any -
1 »

Hinh 27: cdu hinh chinh sach twong lira iing dung

Céu hinh tinh ning Deep Packet Inspection
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Hinh 28: cdu hinh tinh nang Deep Packet Inspection

[®] Windows Server 2008 - Google Chrome - O x
A b7 //192.168.48.188:4119/PolicyEditor.screen?securityProfilelD=%com.trendmicro.ds.network--DeepPacketInspection.screen?securityProfilel D=9
Policy: Base Policy > Windows > Windows Server 2008 @ Hel
‘s Overview General || Advanced || Events |
@ Anti-Malware rIntrusion Prevention
Intrusion Prevention State: on v | g Prevent, 522 rules
@ Web Reputation
Intrusion Prevention Behavior
@ Firewall ® Prevent
@» Intrusion Prevention ' Detect
@ Integrity Monitaring rAssigned Intrusion Prevention Rules
@ Log Inspection Al =
& Intertace Types | Assign/Unassign... Properties.. | [%]Export ~  [@]Application Types... [ Columns..
e Name « Application Type Priority Severity | Mode Type Ci~
% Seftings
IRl & 1000128 - HTTP Protocol Decod...  Web Server Common Prevent
«f overrides (2 1001933 - Identified Suspicious ... Web Client Common 2-Normal emHigh  Prevent Smart Ni
ﬁ 1002048 - JavaScript Redirect S...  Web Client Common 2-Normal &= Medium Prevent Exploit Ni
ﬁ 1002061 - Identified Suspicious ... Weh Client Common 2-Normal e Critical Prevent Smart Ni
’fti‘ 1002144 - JavaScript IFRAME R... Web Client Common 2-Normal &= Medium Prevent Exploit N~
4 »
ftem|1 to 100 0f522 P oM
‘R dati
Current Status 522 Infrusion Prevention Rule(s) assigned
Automatically implement Intrusion Prevention R 1dations (when p hle):
Inherited (No) v

E Application Types - Google Chrome

A bH55://192.168.48.188:4119/com.trendmicro.ds.network--ConnectionTypes.screen?

Application Types

[ New - [ Delste... Properties.. | [[3Duplicate = [5]Export = 4] Columns...

Name « Connection Direc... = Protocol Details

B TCP (250)

E] Application Control For Download Manager Qutgoing Portis). 1-65535
E] Application Control For Input Method Editor (IME) Qutgoing FPortis). 1-65535
[@] Application Contral For Mail Client Outgoing Port(s): 1-65535
[@] Application Control For Mapping Applications Qutgoing Portis): 80
[@] Application Control For SSL Client Outgoing Port(s): 1-65535
@ Application Control For Web Browser COutgoing Fort(s): 1-65535
E] Application Control For Web Media Outgoing FPort(s): 1-65535
E] Application Control For Winny P2P CQutgoing FPortis). 1000-65535

Incoming Pori(s): 1000-1432 143 ...

i Applicaiion Conirol Packet Size Deteclion

[@] Asterisk Manager Interface (AMI) HTTP Incoming Port(s): 8088

[@] Backdoors TCP Incoming Paort List: Backdoor TCP_.
[@] Backup Server Arkeia Incoming Port List: Arkeia Server ...
@ Backup Server BakBone Metvault Incoming Fort List: BakBone MetV_..
@ Backup Server CA BrightStor ARCserve Agent Incoming Fort List: Backup Serve_..
E] Backup Server CA BrightStor ARCServe Backup LGServer Incoming Part(s): 2200,1900

Hinh 29: cdu hinh tinh nang Deep Packet Inspection
Céu hinh tinh ning Integrity Monitoring
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Log Inspection Rules - No Grouping « |Q Search | - |
[[f New - | fjf Delete.. [&]Properties.. = [[jDuplicate = [5]Export - | =F Decoders.. = H Columns...
MName & Type Last Updated -
esd | 1002792 - Default Rules Configuration March 19, 2010
@ O 1002793 - Mail Server - Microsoft Exchange Defined September 15_..
@D 1002794 - FTP Server - Microsoft FTP Defined July 14, 2010
@ ()] 1002795 - Microsoft Windows Events Defined August 26, 2015
@D 1002797 - Database Server - MySQL Defined July 14, 2010
@ ()] 1002798 - Database Server - PostgreSQL Defined December 23, .
@D 1002799 - Network Monitoring Tool - Arpwatch Defined August 25, 2010
@l_\ 1002800 - PBX Server - Asterisk Defined December 23, .
@D 1002804 - Mail Server - Courier Defined December 23,
@l_\ 1002807 - Webmail Client - Horde IMP Defined January 14,2
@D 1002809 - Mail Server - IMAPD Defined December 23,
@ =@ 1002815 - Authentication Module - Unix Pluggable Auth... Defined January 9, 2013
@D 1002817 - Authentication Tracking Defined February 24,2
@l_\ 1002819 - FTP Server - ProFTPD. Defined January 14,2
@l 1002823 - Application - Samba Defined September 15
@l_\ 1002824 - Solaris Auditing - Basic Security Mode Defined December 23, ..
@D 1002828 - Application - Secure Shell Daemon (SSHD) Defined January 26, 2.
@ @ 1002831 - Unix - Syslog Defined April 29, 2015
S h . A 3 .7 ’ A= A h\ h
Hinh 30: cau hinh gidam sat thay doi cau hin
Policy: Base Policy > Windows > Windows Server 2008 i@ Hel
|3 Overview General H Advanced || Events |
@ Anti-Malware r Integrity Monitoring
Integrity Monitoring State: | on v | @ Real Time, 28 rules
@ ‘Web Reputation .
Enable realtime scan
@ Firewall ¥ Real Time
@ Infrusion Prevention . 3 o
r Assigned Integrity Monitoring Rules
Assign/Unassign.. Properties..  [5]Export = | [ Columns..
@ Log Inspection Name & Severity Type Last Updated -
@ 1002776 - Microsoft Windows - Startup Programs Modified oo High Defined April 10, 2013
& Interface Types | .
@ 1002777 - Microsoft Windows - System configuration file modified = High Defined January 14,2
) <
i Settings || @ 1002778 - Microsoft Windows - System dil or .exe files modified & High Defined June 24, 2009
i 2 1002779 - Microsoft Windows - System file modified o« High Defined June 27,2012
Overrides
@ 1002780 - Microsoft Windows - Installed software aftributes mo... & High Defined March 19, 2010
@ 1002781 - Microsoft Windows - Attributes of a service modified & Medium Defined June 24, 2009
@ 1002783 - Microsoft Windows - Default Debugger changed o« Medium Defined June 24, 2009
@ 1002784 - Microsoft Windows - IE ActiveX Kill bits modified o« Medium Defined June 24, 2009
@ 1002786 - Microsoft Windows - Microsoft hotfixes registry keys . & Medium Defined  July 15, 2008 .
- Recommendations
Current Status: 28 Integrity Monitoring Rule(s) assigned
Automatically implement Integrity Monitoring Rule Recommendations (when possible)
Inherited (No) A

Hinh 31: cdu hink gidm sdt thay doi cdu hinh
Céu hinh tinh nang Log Inspection
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Policy: Base Policy > Windows > Windows Server 2008

|3 Overview General || Advanced || Events
@ Anti-Malware Log Inspection
Log Inspection State: o ¥ g On7rules

& Web Reputation
@ Firewall Assigned Log Inspection Rules

. Assign/Unassign... =] Properties... Export - Decoders... Columns...
= Intrusion Prevention . : P L] Exp 0= @

Name & Type Last Updated

@ Integrity Manitoring

7 1002792 - Default Rules Configurafion Defined March 19, 2010
L Log Inspection €9 1002795 - Microsoft Windows Events Defined  August 26, 2015
B8 Interface Types | | % 1003844 - Terminal Server Security - Microsoft Windows — Defined September 29_.

- % 1003851 - Routing and Remote Access - Microsoft Win...  Defined September 29..
| % 1003858 - Remote Access Service - Microsoft Windows .. Defined September 29,
5 Overrides .ﬁ 1003987 - Microsoft Windows Server 2008/Vista Events 2 Defined  November &, .

&% Seftings

% 1004057 - Microsoft Windows Server 2008/\Vista Events 1 Defined September 15...

Recommendations

Current Status: 7 Log Inspection Rule(s) assigned

Automatically implement Log Inspection Rule Recommendations (when possible):

Inherited (Mo’ v
Hinh 32: Cau hinh tinh ning Log Inspection
4.25. Keét qua dat dwge sau khi trién khai gidi phap Deep Security
tai Trung tam dir li¢u
Str dung tai nguyén hiéu qua hon so véi cac giai phap anti-malware truyén
théng. Giai phap gidp tdi vu hoa, tiét kiém, loai bo chi phi trién khai nhiéu phan mém
trén tirng may chu 40 bang mot may chu 4o da tinh nang va duoc quan ly tap trung.
Cai thién viéc quan tri bao mat trong méi truong VMware bang cach giam su
phtc tap khi phai cau hinh thuong xuyén update, va patch cac agents
Phat hién va x6a malware khoi cac virtual servers trong thoi gian thuc vai do
anh huong dén hiéu nang nhé nhat.
Bao vé cac diém yéu da biét va chua biét trong cac ung dung va hé diéu hanh,
phét hién cac hanh vi dang ngo, cho phép chii dong céc bién phap phong chéng
Tan dung ning luc vé viéc danh gia danh tiéng web ciia mot trong nhiing co s
dir liéu vé danh tiéng 16n nhat thé gisi dé theo doi do tin cay cua cac websites va bao
vé nguoi sir dung khoi viéc truy cap vao cac sites bi lay nhiém do
Cung cap thong tin chi tiét, bao cao chinh sira vé tai liéu ngan nglra cac cuoc
tan cong va tinh trang tuan thu chinh sach An ninh théng tin cua t6 chuc.
Két qua: tinh nang Anti-Malware phét hién ma doc lay nhiém vao may ao




54

Dashboard Alerts Computers Policies Administration
£ fig Events Anti-Malware Events No Grouping
[&] System Events
Period Last Hour v
(=N o Anfi-Malware Events
&E Quarantined Files Computers:  All Computers v
@ Web Reputation Events View  [5)Expott ~ <] Auto-Tagging...  Fj Columns...
Fil Il Events
@ frewall ven Time ¥ Computer Infected File(s) Tagis) Malware Action Taken

:;: Intrusion Prevention Ev

@ Integrity Monitoring Eve

@ Log Inspection Events
@ Generate Reports

WIN-J37PFKRC...
WIN-J3TPFKRC...

‘CAUsers\Administrator\Appl
CiUsers\AdministratorAppD ...

; December 19, 2016 15:35:26

Eicar_test_file Deleted

Hinh 33: Két qua hoat ddng tinh ning Anti-Malware
Két qua hoat dong tinh ning Deep Packet Inspection phat hién tin cdng vao may 4o

@ Generate Reports

@ Inteqrity Monitoring Eve
@ Log Inspection Events

« MIN-J3TPFKR... Renewal Error Reset
WiN-J3TPFKR... Renewal Errar Reset
WiN-J3TPFKR... Renewal Errar Reset

100 Critical
100 Critical
100 Critical

192.168.48.188

192.168.48.188
192.168.48.188

Dashhoard Alerts Events & Repo Computers Policies Administration
=l g Events Intrusion Prevention Events No Grouping + ‘Q Search
|| Swstern Events
Period: Last Hour M
B ) Anti-Malware Events
&E GQuarantined Files Computers: | All Camputers v
@ Web Reputation Event Wigw [ Export - c{ﬂ Auto-Tagging.. @ Columns...
Firewall Events
) Computer Reason Action Rank Severity Source [P Direction  Flow

Cutgoing  Rewerse Flow
Cutgoing  Rewerse Flow
Cutgoing  Rewerse Flow

Hinh 34: Két qua hoat déng tinh ning Deep Packet Inspection
Két qua hoat dong tinh ning Firewall ngin chin cac két nbi khong duoc chinh sach

cua td chirc

(@) Intrusion Prevention Ev
@ Integrity Monitoring Eve
@ Log Inspection Events

[ig), Generate Reports

December 189, 2016 15:39:49

WIN-J37PFKR.

Out Of Allowed Policy

| ] December 19,2016 15:39:45 WIN-J37PFKR . Cut Of Allowed Policy
December 19, 2016 15:38:20 WIN-J37PFKR_.. Out Of Allowed Policy
| ] December 19,2016 15:38:15 WIN-J37PFKR . Cut Of Allowed Policy
December 19, 2016 15:36:48 WIN-J37PFKR_.. Out Of Allowed Policy
December 19, 2016 15:36:45 WIN-J37PFKR . Cut Of Allowed Policy
(] December 19,2016 15:35:25 WIN-J37PFKR... Dropped Retransmit
| 1| December 19,2016 15:34:15 WIN-J37PFKR . Cut Of Allowed Policy
(| December 19,2016 15:34:10 WIN-J37PFKR_.. Out Of Allowed Policy
| 1| December 19,2016 15:32:44 WIN-J37PFKR . Cut Of Allowed Policy
December 18, 2016 15:32:40 WIN-J37PFKR_.. Out Of Allowed Policy
| 1| December 19,2016 15:31:23 WIN-J37PFKR . Cut Of Allowed Policy
(] December 19,2016 15:31:18 WIN-J37PFKR_.. Out Of Allowed Policy
| ] December 19,2016 15:30:16 'WIN-J37PFKR_ . Dropped Retransmit

Deny 50
Deny 50
Deny 50
Deny 50
Deny 50
Deny 50
Deny 50
Deny 50
Deny 50
Deny 50
Deny 50
Deny 50
Deny 50

Incoming  00:0€:28:0C..
Incoming
Incoming  00:0€:28:0C.
Incoming
Incoming  00:0€:28:0C.
Incoming  00:0C:28:0C..
Incoming
Incoming  00:0C:28:0C..
Incoming
Incoming  00:0C:28:0C..
Incoming
Incoming  00:0C:28:0C..
Incoming  00:0€:28:0C.

Dashboard Alerts m Computers Administration
=] § Events Firewall Events No Grouping +
(] System Events
Period: Last Hour v
B @ Ani-Malware Events
i Quarantined Files Computers: | All Computers v
@ Web Reputation Even! view [5)Export - 4 Auto-Tagoing... [ Columns..
Time v Computer Reason Tag(s) Action Rank Direction | Interface FrameT... | Protocol | Flags So|

ICHP TypeB C.. 19
ICHP Type8 C.. 19
ICHP TypeBC.. 19
IChP Type8 C.. 19
ICHP TypeBC.. 19
TcP ACKPS.. 11
ICHP TypeBC.. 19
IChP Type8 C.. 19
ICHP TypeBC.. 19
IChP Type8 C.. 19
ICHP TypeBC.. 19
IChP Type8 C.. 19
TCP ACKPSH 21

Két qua tinh nang
phép trén may ao

Hinh 35:

Két qua hoat dong tinh ning twong lira
Integrity Monitoring phat hién duoc céac thay dbi file cau hinh tréi

(2] System Events
E) ) Anti-Valware Events
{5 Quarantined Files
@Weh Reputation Event
) Firewall Events

@ Log Inspection Events
@Generate Reports

Intrusion Prevention Ev

Period Last Hour
Computers:  All Computers
View | [51Export - 4] Auto
Time v

December 19,2016 152129
[ December 19, 2016 15:19:57
("] December 19,2016 15:19:57

v

v

-Tagging. [ Columns
Computer Reason
WIN-J37PFKR.

WIN-J37PFKR.
WIN-J37PFKR.

Dashboard Alerts W Computers Policies Administration
El 5g Events Integrity Monitoring Events

1002781 - Microsoft Windows - Aliributes of a service modified
1002781 - Microsoft Windows - Aibutes of a service modified
1002781 - Microsoft Windows - Aibutes of a service modified

Change

Updaed
Updated
Updated

Severity Type

Medium  Service
Medium  Service
Medium  Service
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Hinh 36: Tinh ndng giam séat phat hién thay doi file cau hinh trai phép
Trién khai giai phap ma hda SecureCloud ma héa dir liéu luu trit trén dién toan dam
may Amazon EC va Microsoft Azure. M hinh trién khai

Cloud Security.

Fitting Encryption into a VMware Ecosystem

Trend Micro
SecureCloud

-
3] -

Key Service
Console

s —

Enterprise Key

Encryption throughout your cloud journey
data protection for virtual & cloud environme

Hinh 37: M hinh trién khai gigi phap ma héa Trendmicro diz liéu trén dién todn dam
may
Cai dat thanh phan quan tri khoa tap trung: cai dit webserver (Microsoft IIS), cai dat
co s dit liéu quan Iy tai khoan va khoa, cai dat thanh phan ma héa SecureCloud
Agents, tich hop Amazon EC2
%. Configuration and Encryption Wizard Mi=]E3
Configuration | Encryption | Global Settings |
Cloud Service Provider |Microsoft Azure =~

KMS URL fhttps:/fms. securecloud. comy

Account ID [semm s @n w0 sommree
Passphrase loooooooooooo

Policy Name ) [

Subscription ID | S
Management certificate File path Elscm

Management certificate password Iooo.oooo
Comwel Close l

Hinh 38: tich hop dich vu Dién toan dam may
Tién hanh ciu hinh thiét bi can ma héa dit liéu
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Runmng Instances

leLogs
[eAdmnistration

Device Information

Device identity:
Device name: *

Vel 426¢8C39
vol-426c8c39
Information; Status: available,

Descnption:

fHemaining characters: 360

PMatform/fie system:* | A S |BXT.S )
Write access Reoad/Write J

Mount point * JEBS

[ Phywcat location w the partition used as o root Nilesystem for your storage of device, Examise: /mm/test or X)

Statin Not Configwred

Sim 106

Provider Amazonr 8C2

Lawt modfied 21 Aug 2012 15:58:19 GMT+5.9

= - — —— - R

No dota avallabie in tabie

| ami-41000528i-5MBa9e  ° 1 1 21 Aug 2012 15:58:19 GMT+45.5
Policy

Hinh 39: Cdu hinh thiét bi ma hoa

CAu hinh chi tiét thu muc ciAn ma héa dit liéu

Running Instances
Policies

Devices

Use this page to view and manage your devices.

f:,ma.q

T vol-426c8C19 P ]

Devices » "‘f-aam §§iCreate RAID Armay [ Dolete Group by: | Provider S Viewby: Al Devices =
tRaports Device 1D - Image Zone /Region Status Stze Last Modified
g [ Amazon-EC2
rAdministration -

ami-41C00528: |- b et Py 21 Aug 2012 16:02:34
us ia Encry
vo! 426839 I GMT+5.5

Hinh 40:Cdu hinh thur muc can ma héa




57

KET LUAN

Trong ky nguyén cdng nghé hién nay Ao hoa va dién toan dam may dang dan
tré nén phd bién va la thanh phan quan trong d6i vai t chic, doanh nghiép. Viéc bao
vé dit liéu trong moi trudng Ao hoa da tré nén can thiét hon bao gid hét.

Dé tai da thanh cong trong viéc nhan dang, tim hiéu va phan tich dy du, chinh
x4c mot sb méi nguy co va thach thic an ninh théng tin nghiém trong déi véi moi
truong Ao hoa va Dién toan dam may hién tai va twong lai:

1/. T6n tai 15 hong trong phan mém 16i cia nén tang 4o hoa,
2/. Tan cdng chéo giita cAc may 4o

3/. That thoat di lidu gitra cac thanh phan ao hoa.

4/. Lay nhiém ma doc hai, virus

Bén canh d6 dé tai da dé xuat duoc céc giai phap don gian va hiéu qua nham
giai quyét tan géc cac mdi nguy co va thach thirc trong moi trudng Ao héa va Pién
toan dam may, cac dé xuat nay c6 kha nang ap dung thuc té trong cac don vi va doanh
nghiép:

1/. Xay dung kién truc a0 hda an toan

2/. Sir dung cong nghé phong chéng ma doc chuyén biét cho mdi truong 4o hoa.

3/. Ap dung phuong thirc phong tha nhiéu 16p theo chiéu sau dé bao vé dix liéu trong
moi trudng Ao hoa va Dién toan dam may: 16p kiém soét truy cap, ma hoa dir liéu va
I6p khdi phuc nhanh chong.

4/. Xay dyung bo chinh sach tuan thu déi véi té chac cung cap dich vu dién toan dam
may

Cac giai phap trong dé tai gilp cho cac to chic, doanh nghiép c6 thé lén ké
hoach vé cac van dé can xir Iy dé dam bao tinh bi mat, tinh toan ven va tinh sin sang
cua dit lidu trong moi trudng Ao héa va DPién toan dam may.

Trong thoi gian téi tac gia sé tiép tuc nghién ciru mé rong va phét trién céc bién
phap bao vé thong tin trong méi treong Ao hoa va Dién toan dam may, phat trién ang
dung ma hoa di liéu sir dung thuat toan ma hoa déng cau day du.
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